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Agenda

ÅSpoofing ςWhat, Why and How

ÅTypes of user connections in Broadband Access Concentrators

ÅTypes of spoofing

ÅHow to collect data to do Anti-spoofing in Access Network?

ÅAnti-spoofing

ÅHow to recover anti-spoofing data after BAC crash/reboot?
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What is Spoofiing?

ÅSpoofing is a process whereby one entity masquerades as another entity

ÅWhy is spoofing done

ÅSpoofing A by B is done for various purposes

ÅB seeks the privileges of A

ÅB intends to hide its tracks

ÅAs an attack on A

ÅHow is spoofing done?

ÅWe shall see in coming slides
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The ultimate goal of spoofing

ÅUnauthorized Service

ÅGet service on someone else's expense

ÅLoss of Service on Target

ÅMake sure that the target does not get any service

ÅDifficult to trace the attacker

ÅMake sure that people can not find who attacked them.

ÅUnnecessary packets clogging the network

ÅMake sure that nobody gets a good service.

ÅSecondary victim

ÅPrimary target responds to spoof packet and overwhelm the source which 
becomes secondary victim.
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Types of user connections for an IP based DSLAM 

Bridged IP Routing

ÅRFC 2684 based bridged 
encapsulation between End 
User and DSLAM
ÅDSLAM in routing mode with 
routed VLANs configured on 
uplink i/f
ÅDynamic IP allocation using 
DHCP

PPPoE/A

ÅPPP termination in DSLAM
ÅIP allocation from local pool
ÅDSLAM in routing mode with 
routed VLANs configured on 
uplink i/f

IPoA

ÅRFC 2684 based routed 
encapsulation between End 
User and DSLAM
ÅDSLAM in routing mode with 
routed VLANs configured on 
uplink i/f
ÅDynamic IP allocation using 
DHCP 

L3 DSLAM

xDSL
Home 

Hub

xDSL
Home 

Hub

MPLS Cloud

PE

P Router

P Router

BRAS

L3 n/w

Data Center

L3 DSLAM
Internet 

services
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DSLAM

L3A

xDSL
Home 

Hub

L3 n/w

DHCP

2

UnicastDISCOVER + 
Option 82 populated with 
Remote-ID/Circuit-ID1

Broadcast 
DHCP DISCOVER

UnicastDHCPOFFER 
with option 82 echoed3

Send DHCPOFFER to 
the host after removing 

option 82

4

6

UnicastREQUEST + Option 
82 populated with 
Remote-ID/Circuit-ID5

Broadcast 
DHCP REQUEST

UnicastDHCPACK to the 
client with option 827Send DHCPACK to the host 

after removing option 82

8

Address allocation mechanisms  for IP DSLAM ςDHCP
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Types of user connections for a Layer 2 DSLAM

1:1 VLANs

ÅMap every user connection to 
one unique 802.1q based VLAN
ÅNo need of any MAC learning 
of individual hosts
ÅDownstream traffic mapping 

done based on VLANs

Q in Q or Stacked VLANs

ÅAn outer Service VLAN 
identifying a specific service is 
added 
ÅDownstream mapping done 
based on combination of CVLAN 
and SVLAN

N:1 Transparent Bridged VLANs

ÅMultiple users mapped to a 
common VLAN
ÅDownstream mapping done 
based on VLAN and DstMAC 
combination
ÅMAC learning is required for 
operation

L2 DSLAM

xDSL
Home 

Hub

xDSL
Home 

Hub

MPLS Cloud

PE

P Router

P Router

BRAS

Access Aggregation 

Data Center

L2 DSLAM
Internet 

services
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DSLAM

L2RA

xDSL
Home 

Hub BRAS 

L3RA

Metro

DHCP

2

Broadcast DISCOVER + 
Option 82 populated with 
Remote-ID/Circuit-ID1

Broadcast 
DHCP DISCOVER

3

UnicastDISCOVER with 
ΨgiaddrΩ ǇƻǇǳƭŀǘŜŘ

UnicastDHCPOFFER 
with option 82 echoed4

5

Broadcast  DHCPOFFER 
with option 82 and 
ǿƛǘƘƻǳǘ ΨgiaddrΩ

Send DHCPOFFER to 
the host after removing 

option 82

6

8

Broadcast REQUEST + 
Option 82 populated with 
Remote-ID/Circuit-ID7

Broadcast 
DHCP REQUEST

9

UnicastREQUEST with 
ΨgiaddrΩ ǇƻǇǳƭŀǘŜŘ

UnicastDHCPACK to the 
client with option 8210

Send DHCPACK to the host after 
removing option 82

11

Address allocation mechanisms  for L2 DSLAM ςDHCP
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DSLAM

L2RA

xDSL
Home 

Hub

BRAS 

L3RA

Metro

DHCP

RADIUS

Port Enabled

1 EAPOL Start

2 Identity Request

3 Identity Response

4 Identity Details

5 EAP MD5 Challenge

6 MD5 Challenge Response

7 Auth Success

8

Auth Success

9

DHCP

Authentication  & Address allocation mechanisms for L2 DSLAM ς
DHCP + 802.1x
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DSLAM

xDSL
Home 

Hub BRAS

Metro

RADIUS

2

PADI + Intermediate 
Agent populated with 
Remote-ID/Circuit-ID1

PADI

PADO + Intermediate 
Agent echoed

3

5

PADR

6

PADR+ Intermediate 
Agent populated with 
Remote-ID/Circuit-ID

PADS+ Intermediate 
Agent echoed

7

9
PPP Negotiations

Authentication  & Address allocation mechanisms  for L2 DSLAM -
PPPoE

PADO after removing  
agent information 
option

4

PADS after removing  
agent information 
option

8
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Type of Spoofing

ÅMAC Spoofing

ÅIP Spoofing

ÅARP Spoofing

ÅControl protocol internal header spoofing

ÅPPPoE session-id spoofing

ÅDHCP chaddr, ciaddr, relay-agent-information option spoofing
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DSLAM

Attacker

ÅChange SrcMAC address 
and flood traffic
ÅSimulates 1000s of MAC 
address at faster rate

xDSL

MAC Table maximum limit 
reached

Legitimate traffic dropped 
due to MAC table 
exhaustion

Changing Source MAC address to an illegitimate address

Attacker

xDSL

MAC I/F

B 2

A 2

Flood traffic with 
both MAC A and 
MAC B

MAC B

Legitimate traffic 
blocked

MAC A

MAC spoofing
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IP spoofing

Changing Source IP address to an illegitimate address

Attacker

xDSL

IP B

DoSattack on IP A

IP A

Send traffic with IP A 
and MAC B

Replies flooded to IP A

1

2

Ping of Death

Service Providerôs 

Network
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ARP spoofing

Respond/send  ARP Response with illegitimate IP address

A

B

C

D

ARP: Who is IP B

1
ARP Reply : I am IP B : MAC A

2

IP MAC

A A

B A

Traffic flowing to host A

ARP Table

A

B

C

D

Gratuitous ARP : I am IP B : MAC A

1

IP MAC

A A

B A

Traffic flowing to host A

ARP Table

Service Providerôs 

Network

Service Providerôs 

Network
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DHCP Header

DHCP Header spoofing

Op (1) Htype(1) Hlen(1) Hops (1)

Xid(4)

Secs(2) Flags (2)

Ciaddr(4)

Yiaddr(4)

Siaddr(4)

Giaddr(4)

Chaddr(16)

Sname(64)

File (128)

Options (Variable)

Client  Idenrtifier

Relay Agent Option

DSLAM

Attacker

xDSL

L2RA

L3RA

DHCP Server
A

B

DHCP Release : MAC B: SrcIP: B Chaddr:A

2
Spoof 

ΨchaddrΩ ŦƛŜƭŘ

DHCP Release : MAC B: SrcIP: B Client Id: A

3
{ǇƻƻŦ Ψ/ƭƛŜƴǘ 
LŘŜƴǘƛŦƛŜǊΩ 

field

DHCP Release : MAC B: SrcIP: B Option82 

Remote Id: A

4
Spoof Option 

82 field

Changing Internal fields within DHCP header

DHCP Release : MAC B: SrcIP: B Ciaddr:A

1
{ǇƻƻŦ ΨciaddrΩ 

field
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ÅSimilarly PPPoE Session-ID field identifies a unique session. 

ÅSpoofing this can also cause service disruption

PPPoE Header

PPPoE Header spoofing

VER TYPE CODE SESSION_ID

LENGTH PAYLOAD

Changing SESSION_ID field in PPPoE Header

Attacker

xDSL

IP B

IP A

PPPoE IA

BRAS

1
PADT : SESSION_ID : A 

Session 
Disconnected

Service Providerôs 

Network
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Anti-spoofing

ÅWhat is anti-spoofing

ÅMechanism to identify spoofing and stopping it.

ÅHowanti-spoofingis done

ÅBydroppingthe spoofedpackets

ÅHow to identify the spoofed packets

ÅBy verifying IP Address of the received packet.

ÅBy verifying MAC address of the received packet.

ÅBy verifying the combination of IP and MAC address for a given interface

ÅBy verifying the IP address, MAC address and other session based identification in 
the protocol header.
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Data required for Anti-spoofing

ÅFor each user connection

ÅList of Valid IP addresses assigned

ÅList of Valid MAC addresses and if possible the combination of MAC and IP 
addresses,

ÅTime for which each IP address is valid.
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Why anti-spoofing in Broadband Access Concentrator (BAC)?

ÅBAC is at the right place:

ÅIt knows all the required information to do anti-spoofing.

ÅAnti-spoofing becomes difficult and less effective if it is not done as near the 
source as possible.

ÅIt is not only important to drop spoofed packets, it is important to drop 
them as early as possible.



© 2009 Infosys Technologies Limited SANOG XIV

Data collection for Anti spoofing in BAC - PPPoE

1

xDSL
Home 

Hub BRAS 

L3RA

Metro

RADIUS

2

PADI

PADO

3

4

PADR
PADS

BAC
Obtain Session-ID from PADS

IP MAC Session-ID I/F

A A 101 1

B B 102 2

PPP LCP

PPP IPCP BAC
Obtain IP information from IPCP

5

6

7
PADT BAC

Delete the spoofing entry
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Data collection for Anti spoofing in BAC - DHCP

xDSL
Home 

Hub BRAS 

L3RA

Metro

DHCP

IP MAC Lease I/F

A A 200 1

B B 120 2

1

2

DHCP DISCOVER

DHCP OFFER

3

4

DHCP REQUEST

DHCP ACK BAC
Obtain IP/MAC/Lease time from 
DHCPACK Message

6
DHCP RELEASE

BAC
Remove the entry from  table

Lease EXPIRE
BAC

Remove the entry from  table
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Data collection for Anti spoofing in BAC ς802.1x + DHCP

1

xDSL
Home 

Hub BRAS 

L3RA

Metro

DHCP

2

Initial EAP Negotiations

EAP Auth Success

3

4

DHCP Message exchange

DHCP ACK

BAC
Obtain the MAC address from 
EAP Auth Success message

IP MAC Lease I/F

A A 200 1

B B 120 2

RADIUS

BAC
Obtain IP & Lease time from 
DHCPACK Message
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MAC Anti spoofing

DSLAM

Attacker

Attacker

xDSL

MAC I/F

B 2

A 1

Flood traffic with 
both MAC A and 
MAC B

MAC B

No Impact on A

MAC A

MAC B

IP MAC Lease I/F

B B 120 2Flood traffic with 
млллΩǎ ƻŦ SrcMACs in 
addition to MAC B

Compare Anti spoof 
table and discard non 
matching entries

No MAC table Exhaustion!

MAC I/F

B 2

MAC Table

AntiSpoof Table

IP MAC Lease I/F

A A 200 1

B B 120 2

Compare Anti 
spoof table and 
discard non 
matching 
entries

bƻ ǎǇƻƻŦƛƴƎ ƻŦ bŜƛƎƘōƻǊΩǎ a!/Η
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IP Anti spoofing

Attacker

xDSL

IP B

No Impact on A

IP A

Send traffic with IP A 
and MAC B

1 IP MAC Lease I/F

A A 200 1

B B 120 2

Compare IP against the i/f 
in Anti spoof table

Metro
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ARP Anti spoofing

A

B

C

D

ARP: Who is IP B

1
ARP Reply : I am IP B : MAC A

2

IP MAC

A A

B B

ARP Table

A

B

C

D

Gratuitous ARP : I am IP B : MAC A

1

IP MAC

A A

B B

ARP Table

IP MAC Lease I/F

A A 200 1

B B 120 2

Compare IP/MAC against 
the i/f in Anti spoof table

IP MAC Lease I/F

A A 200 1

B B 120 2

Service Provider N/w

Service Provider N/w
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DHCP Header Anti spoofing

DSLAM

Attacker

xDSL

L2RA

L3RA

DHCP Server
A

B

DHCP Release : MAC B: SrcIP: B Chaddr:A

1
Anti Spoof 

filter discard

DHCP Release : MAC B: SrcIP: B Option82 

Remote Id: A

3
Option 82 from un trusted entity. 

Discard

IP MAC Lease I/F

A A 200 1

B B 120 2

Inspect DHCP Header & compare chaddr& 
Client ID  with anti spoof table

Accept DHCP with option 82 only if it is 
coming from trusted entity

DHCP Release : MAC B: SrcIP: B Ciaddr: A

2 Anti Spoof 
filter discard
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PPPoE Header Anti spoofing

Attacker

xDSL

IP B

IP A

PPPoE IA

BRAS

1
PADT : SESSION_ID : 101

IP MAC Session-ID I/F

A A 101 1

B B 102 2

Session ID does not match

No Impact on A

Metro
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Losing data collected for anti-spoofing

ÅData used in Anti spoofing can be lost due to various reasons

ÅPlanned reboot

ÅSoftware crash

ÅPower failure

ÅReplacement of system

ÅSoftware upgrade
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How to recover lost data?

ÅStatic configuration

ÅRequired Data is available in the configuration.

ÅPPPoE

ÅFor PPPoE, the keep-alive timers are configured and the session is re-initiated if 
there are no replies to the keep-alive messages

ÅDHCP

Å5I/t ŘƻŜǎ ƴƻǘ ƘŀǾŜ ƪŜŜǇŀƭƛǾŜ ƳŜŎƘŀƴƛǎƳ ƛƴ ǇƭŀŎŜΦ 5I/t Ƙŀǎ ŀ ΨƭŜŀǎŜǘƛƳŜΩ ǿƘƛŎƘ 
ƛǎ ǳǎǳŀƭƭȅ ƛƴ ƻǊŘŜǊ ƻŦ ΨŘŀȅǎΩΦ

ÅHow to recover from this situation?
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Recovering Lease information for DHCP

ÅStable Storage:

ÅNot very useful as not many BACs support stable storage.

ÅLimited erase cycles is also a bottleneck in this approach

ÅBroadcast ARPs: 

ÅNeed to wait for downstream traffic to arrive and initiate ARP requests. Will 
increase the delay.

ÅCan not get the complete information in one request. 

ÅProne to spoofing attacks if a malicious user replies to the ARP request.

ÅRedundant controllers
ÅBAC can have redundant controllers and upon one controller crash, the other 

controller can take over with pre-synched lease data.
ÅNot suitable for power failure scenarios or for upgrades. 
ÅHaving redundant controllers also add to hardware costs
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Recovering Lease information for DHCP

ÅQuery through SNMP/LDAP
ÅCurrently no standard MIBs are available for DHCP lease information.
ÅBACs typically do not support SNMP client interfaces

ÅQuery lease information from DHCP server
ÅSolves most of the problems stated above
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Lease query for DHCP (RFC 4388)

ÅRFC 4388 introduced a new DHCP request Leasequery which a BAC can 

use to query DHCP server to obtain lease information.

ÅThree types of queries are supported

ÅQuery by IP address 

ÅOnly IP address is populated in the query message.

ÅQuery by MAC address

ÅOnly MAC address is populated in the query message. If more than one lease is 

available, then corresponding IP addresses are returned in associated-ip option.

ÅBAC then gets additional data by generating query by IP address.

ÅQuery by Client identifier

ÅOnly client identifier option is populated in the query message. If more than one 

lease is available, then corresponding IP addresses are returned in associated-ip 

option.

ÅBAC then gets the additional data by querying by IP address.
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Lease query for DHCP (RFC 4388)

ÅThree types of reply message types are introduced:

ÅDHCPLEASEACTIVE

ÅWhen DHCP server knows about the query identifier.

ÅDHCPLEASEUNKNOWN :

ÅWhen DHCP server does not know about the query identifier.

ÅAn Access Concentrator cache this information so that this can be used to 

avoid generating Lease Query for the query identifier. This is known as 

Negative Caching.

ÅDHCPLEASEUNASSIGNED:

ÅWhen DHCP server does manage the query identifier but no lease is yet 

assigned.

ÅNegative Caching is done for this response as well.
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RFC 4388 based lease query ςData Driven

34

DSLAM

Layer 3 Relay Agent

xDSL

Home Hub

Service Provider 

Network

DHCP Server

M1 192.168.1.2 T1 I1

M2 192.168.1.8 T2 I1

MAC IP Lease I/f

M1 192.168.1.2 T1 I1

Anti Spoof Table

1

2

3

I1
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RFC 4388 based lease query ςData Driven

35

DSLAM

Layer 3 Relay Agent

xDSL

Home Hub

Service Provider 

Network

DHCP Server

CRASH

MAC IP Lease I/f

Anti Spoof Table

1

2

3

I1




