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IP Core - Four Trends

TDM is past its prime
Built primarily for voice, and adapted reasonably successfully for leased lines, fine-grained TDM
(PDH/SDH) is increasingly irrelevant for Next Generation Networks

TDMis also very expensive on a cost/Gbps basis

Packet transport is on the rise
There is recognition that transport must focus on packets, not bits
There are multiple approaches, and a lot of confusion out there

Interest in the Packets+ Photons Phenomenon is growing
There is also recognition that the worlds of packets and of optical transport must come together
Again, there are several approaches, and no clear way forward

Policy Management
Common Core — Multiple Service
Resource Admission Control for the Application and services
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Transition to Ethernet
Migrate from SONET/SDH to Ethernet + “magic layer”

SONET/SDH

Deep Channelization: down to DS0

Ethernet / IP

Magic layer ( MPLS)
to recapture TE, FRR, packet OAM, etc.

Overhead: OAI!II: liveness, management FraminEl: to carry packets

Fast Restoration (ring-oriented) G.709: optical OAM, FEC, coarse chan, framing
Traffic Engineering (path and capacity mgmt.)

Framing: carry bits/cells/frames/packets

Timing and Synchronization

T|m|ng (clock/frequency synchronization)

DWDM
Fiber
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Leased Lines, FR
and ATM PWs
DTV Distribution (Layer 2 o

VolIP Peering

transport

Ethernet + G.709
DWDM

services E

Internet Protocol
MPLS (P2P, P2MP, MP2P, MP2MP)

TV Distribution

Fiber

This maintains the synergy between MPLS and IP and has

the right partition between infrastructure/services
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10GE LANPHY / WANPHY
*10GE Bit rate is 10.x Gbit/s

*Ethernet payload is within the STS-192c envelope 9.58464 Gbps
*|[EEE 802.3ae defines the Tx characteristics of the 10GE WAN Phy.

National £
DWDM —1.[§ WAN Phy
Network WAN Phy = SDH access or

backhaul circuit

/ﬁ_\/
W

s

Metro Ethernet Metro Ethernet
All the interfaces are LAN Phy All the interfaces are LAN Phy
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WAN Phy application in Optical Core

Longhaul DWDM Transport

- OC192POS-SR

0C192P0OS-SR

UUUUU

= G.709
< SONET/SDH >
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Access Network - Trend
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Carrier Ethernet

Cable, FTTx, EPON, Wimax
WiFi, RAN, MSAN
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Hi

As defined by Telcordia:

gh Availability — good terminology use

Percent Number Outage Time Service
Availability of Nines (Minutes/ Yr) Quality Level
99% 2-Nines 5,000 m/y moderate
99.9% 3-Nines 500 m/y well-managed
99.99% 4-Nines 50 m/y high availability
99.999% 5-Nines 5mly very high availability
99.9999% 6-Nines 0.5m/y Extremely high availability
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IP Core Design — Frame work

IP Carrier-Class Availability Is a Culture, Not a Single
Feature or Product

< FrF=- = C A0 WV

Dependable Services . N

Dependable Networks

Dependable Platforms

Hardware Software Process

O3V 20 =-n=0T
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Software
System

Architecture %
- Switch

Fabric
1] 111

Node-level

Resilience fleZ%

Highly Flexible,
Scalable MLPPP

Bundle

Link-level

Resilience =P  EmEP OEEEP)

Upper Layer
Resilience
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Key Market Trends for Service Providers
Need for Network wide Policy Management

Traffic Growth
Estimated bandwidth in core: x4 in 3 years

Driven by new applications and new users
Network Upgrades

CAPEX increase for most service providers |

Driven by Traffic Growth and NGN “Y°"@
Revenues Plateau

Typical CAGR of 5%

More intense competition

Issue with Revenue distribution: Revenues shifting to
Content and Application providers ; Is there value in
the network?
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The Role of the IP Core Network

L7 VPN

T L2 VPN
= ﬂ . P Routing/Switching . [ Web |
i " Services
Connectivity/Segmentation \ /
\ Business | | U‘ Video
<, Gaming
Gif J
(Precraf— Home
U‘ Telemetry

VPN/
Experience When? Security Internet

Best Effort L3/L4 Stateful

L3/L4 Stateless

Applications
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What is NGN/IMS?

IMS = IP Multimedia Subsystem
(3GPP)
FMC = Fixed Mobile
Convergence (TISPAN)

4 Architectural framework for )
service provider infrastructure to
offer existing and new services in
an access-agnostic manner over a
\_ common IP infrastructure Yy

Applications of IMS-FMC A

IPTV, VOIP, Push-to-Talk, Peer-
to-peer gaming, etc.

\. J
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Three screens of the future:
Anytime, anywhere communications

Page 12

“...IMS’s main appeal is it’s ability to provide more applications faster and at

lower cost, but fixed/mobile convergence is an important motivator.”
Heavy reading, July 2005
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Internet

Any
Access Device
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To Single Network / Multi access

architecture

Multi-Media VoTP Portals & Content

SESSION

ENDPOINTS &
g ’/ :i‘

services provi
services faster, efficientl

ers can
adapting
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Invest in the Application Once!

Common Back Office
Resources

Simplified Converged
Applications

- Utilize existing and newly
leveloped applicati
Common Session Control

* Policy Management

* Privacy and personalization
+ Single sign-on

* Sharing of common data

across applications

Access Agnosftic

« Downloadable SIP client
+ Seamless mobility
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NGN/IMS Transport challenges

Connectivity: VolP & Multimedia equipment and protocols

usually regard IP Transport as a “flat network cloud” (No
NAT/FW/VPN'’s)

Interoperability: Multiple services, standards, providers

G uara nt ee d Voice/Video Multimedia

PP Apps
Quality of Service Softswitch ’ PP
Currently "Best Effort“ = \UI /- UI’\EMS’NMS
or Statically provisioned l
No Policy control & IP
Resource reservation = m

PSTN

“a
f_J m’ = Gateways

Admission control

Secu rlty IP Access de;;ces
IP vulnerabllltles
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NGN/IMS Services challenges

Different Services: Voice, TV, Multimedia, Internet, VPN ...
Different Levels of the same service: best effort, premium...

Different AAA methods
All provided on the same network

Service Models
Carrier- .
Assured Experience
Enhanced Delivery/
e Voice Better Than Best Effort

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 24




NGN/IMS security concerns
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Example: QoS challenge for premium VolP

The Application is not aware that transport
resources are not available — call fails!

1. SIP client initiate call

. 2 SIP Server per'mu’r Application
admission request

the call setup O s

IP Transport
\/. Qrannns _" Congested wrrh

- - - -w b
3. Call Fails Due to e:: effort”
Network Congestions
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Example: QoS challenge for premium VolP
Transport resources verified as part of the

2. Request transport
network resources

call flow — successful call!
1. SIP client initiate call [
admission request

Network resources
“managed” according to I

4. SIP Server permit o
the call setup ';ppsl'camn
ervice

the application needs

Confirmed Priority, /

CAC, QoS and D’ IP Transport @
allocation of network w”h /o]
resources \/--"""" Y Vbesh ef M-V

ESuccessful call setup!
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The need for customized policy control

From Best-Effort for a To deterministic Quality for a large
Small set of services breadth of Unique Services
€
e 7
Apps & Services Apps & Services
No Linkage Policy & Control
Best-Effort » Secured & Assured
Packet Handling Packet Handling

Ok for web surfing, but not Optimized for multimedia
multimedia or mission-critical services and mission-critical services
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B/
lispam Release 1 Architecture

< 3w party Applications >

< Applications/Service Support function _

Service . .
User IP Multimedia
Drofile Subsystem
Service
Stratum

S)JoMiau JayiO/N1Sd

transport ..
User Resource & Admission

Flioflle Control Subsystem Transport

Stratum

IP Access devices
Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 30



IMS Simplified call flow

User send SIP signaling request to
CSCF & Application server

SPDF & A-RACF resolve and enforce
Access policy

SPDF enforce Core transport Gates
on the BGF for Media
Signaling completed
including media
gate parameters
Media established
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Strategic role of Policy and Identity

Operator Driven

Operator Controlled
Voice/SMS centric Devices

Basic IP networking
| 2G

« Inefficient resource utilization
* Limited service differentiation

SS7 based
Apps &
Services

)

Unaware of Each Other

\

Telco
Apps &
Services

Apps &
Services

Packet Handling

Copyright © 2007 Juniper Networks, Inc.

Operator Controlled
Multimedia Devices

Current Architectures
[ 3G with IMS

* Improved service-specific control
* Policy specific to Service/Application
* No end-to-end vision, QoS, QoE, etc.

Walled Garden

A applications

Policy Policy

Proprietary and Confidential

Application Resources

More User Driven

Open Devices
and Applications

Juniper Approach

« Service Velocity

* Revenue Sharing Models, Flexible
Service Delivery, Investment protection

 Operational Efficiency

Applications & Services
Open Walled
IMS GardenGarden OTT Web2.0

Abstraction of

Policy & Identity Management

Core

Agg Edge

Controlled User Experience

www.juniper.net 32



Application driven Network Control

Integrated Partner Solutions

Incorporates a broad portfolio
of industry leading applications

Open IP Service Creation Program

Open interfaces include CORBA,
DIAMETER for IMS/3GPPP,
SOAP/XML for SOA/Webservice

Application driven network
modification ensures QoE

Important for interactive, on
demand and latency sensitive
applications that support lucrative
Voice, IPTV, VOD, and gaming
services

Micresoft
<HLLACOYA
=== bifbund . NETWORKS
===-= me /X packet X% POLYCOM
INTELLIDEN' @eal. = SeaChange

o~ Administrator
e, [®) ortal for UI/CLI
n = pora
Pol Adq
_— &
..........

...... . r’ ‘.... .'.

—y o o ) b,

IP Network .. , mlIUl]‘“ ’
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What is an SBC?

link between the application and the transport

Session Border Controller is a session aware device
(VoIP protocols & applications ), that solves IP
transport issues such as connectivity, security and

QoS.
ica Video
Vo:ze CAC
sip “Polig.,,. Ll
L atlon . s
.0 O _fayg, Padlicies
TOS/BSCP H.323-H:248
Rate IP/MP
limitif &anspo Ls
rg Lay
NAT/FW er

VLAN’s-VPN’s
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Session Border Control Locations

Home Service Complex
5
= 4 Peering SBC
VVVVV (interconnect)

Peer Service Complex

uuu

VVVVV

Peering SBC: Located at the
peering edge interconnecting
with other carrier network,
controlling the exchanged
traffic between them.

access edge of network
facing the subscribers,
securing and controlling
their access to the network.
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SBC Distribution trend

Control
Plane
Elements

(3GPP / ETSI
TISPAN)

Control Plane

Distributed SBC Functionality

Routers
IP-Based Transport Plane
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Conclusions

IP becomes the common transport for all
applications and services

Policy Management is Hot

IMS/NGN architectures offer natural evolution
and convergence path of fixed and mobile
packet-based architectures

SIP chosen as main protocol for multimedia services

Vendors and carriers are moving from a Softswitch
Architecture to the IMS architecture introduced by
3GPP and adopted by ETS/ TISPAN.

Evolutions steps will require both /IMS and Non-IMS
support in parallel in the near future
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Session Border Control issues

Home Service Complex

— ED8
§ &

vvvvv

vvvvv

vavava

vvvvv

Access

Connectivity
- NAT/FW issues

Quality Of Service
- Traffic classification

Security

- \;I;ﬁiﬁ;gVLAN -DoS attacks [ - Service Levels

m - - Reporting - E911
- hef

_IPv4 | IPVE Service theft

- Fraud
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Peer Service Complex

- Lawful interception

Regulatory Compliance
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Architectural Motivation for BGF Disfibntimas

Legend: % QoS

=

1
S,
Unauthorized —P Prioritized flow EI

A¥horized flow ~ —— CPE NATed flow Q . |
--> —p VPN flow n' seCUf‘lTy Softswitch

’

'

Rate-limited

£]
mUw

BGF

Application Server

i

Media Server

—
=
L)
_

Filter & Block
Unwanted flows

VVVVV

Rate Limit Flows Based
on BW Estimate

Aggregate VPNs and
NAT private address

Prioritize flows
[ across the core } Enable NAT-traversal spaces
without tromboning

network
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Architectural Motivation for BSG DisS{DNEIS

Legend: % QO S f — 1
—» Unauthorized —p  Prioritized flow E"
—> KO orized flow & . |

- — =) Rate-limited n' Secur'l’ry Softswitch

’

£l
ITOW

Application Server

Oif

Media Server

Use the massive combined
processing power to detect
& prevent DoS/DDos

attanlke
AlAUNO.

o~
=

Rate Limit signaling flows
while maintaining
call/transaction awareness

Provide hosted protection to
the network’s subscribers

Prioritize signaling
packets based on
layer-7 policy

Load balance traffic
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NGN - Convergence Network

Dedicated network per service
Multiple services/Edge over a common core
Multi-service edge over a common core

Multi-service (Core +Edge combined)
platforms
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