
ABCs of Network 

Monitoring 
Automated Intelligence





Big picture – First View

- Monitoring
- Data collection
- Accounting

- Capacity planning
- Availability (SLAs)‏
- Trends
- Detect problems

Fix problems

- Improvements
- Upgrades

- Change control & 
monitoring

- User complaints
- Requests

- NOC Tools
- Ticket system

Ticket

Ticket

Notifications

TicketTicket

Ticket
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 Nagios is a powerful monitoring system that enables 
organizations to identify and resolve IT infrastructure 
problems before they affect critical business processes

 A key measurement tool for actively monitoring 
availability of devices and services. 

 Possibly the most used open source network monitoring 
software.

 Has a web interface.

 Uses CGIs written in C for faster response and 
scalability.

 Can support up to thousands of devices and services.
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Nagios Exchange
Addons (537)

Certified Compatible (3)

Comparisons (8)

Cool Stuff (6)

Demos (3)

Distributions (18)

Documentation (123)

Graphics and Logos (35)

Media Coverage (5)

Multimedia (104)

Patches (20)

Plugins (2593)

Seedcamp (14)

Translations (9)

Tutorials (299)

Uncategorized (0)

Utilities (14)
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http://exchange.nagios.org/directory/Addons
http://exchange.nagios.org/directory/Certified-Compatible
http://exchange.nagios.org/directory/Comparisons
http://exchange.nagios.org/directory/Cool-Stuff
http://exchange.nagios.org/directory/Demos
http://exchange.nagios.org/directory/Distributions
http://exchange.nagios.org/directory/Documentation
http://exchange.nagios.org/directory/Graphics-and-Logos
http://exchange.nagios.org/directory/Media-Coverage
http://exchange.nagios.org/directory/Multimedia
http://exchange.nagios.org/directory/Patches
http://exchange.nagios.org/directory/Plugins
http://exchange.nagios.org/directory/Seedcamp
http://exchange.nagios.org/directory/Translations
http://exchange.nagios.org/directory/Tutorials
http://exchange.nagios.org/directory/Uncategorized
http://exchange.nagios.org/directory/Utilities
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Weathermap is a network visualization tool
to take data you already have and show you
an overview of your network in own
customized map form/shape.

WeatherMap
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p Cacti integration: Weathermap comes with

a Cactiplugin, allowing you to integrate network maps

into the Cacti web UI, and provide a view of those maps

to your users using Cacti's access control system. You

don't need Cacti to use it though.

Editor: Weathermap includes a web-based editor to

allow you to quickly 'sketch out' your map. It doesn't

support all the feaures of Weathermap, but it doesn't get

in their way either. You can use the web editor and a text

editor together on the same map.

Maintained and updated: Weathermap is still being

developed! I use this software myself, and as a result,

find new ways I'd like to be able to do things. That means

that bugs do get fixed, and features do get added.

KEY FEATURES:

http://www.cacti.net/
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TCP UDP

Flows Packets Bytes Flows Packets Bytes

Rank Port Count Port Count Port Count Port Count Port Count Port Count

1 80 39029 80 570630 80 111021671 53 116671 53 150335 12610 142186426

2 445 27833 25 83140 40936 88004359 6881 2388 12610 99433 28712 101344390

3 135 24572 40936 66203 25 52612168 39792 2276 28712 70901 40493 93146942

4 25 7881 445 53175 55893 43525223 15507 1904 40493 65155 46886 27824516

5 23 6761 135 49066 46395 39079355 43040 1611 15699 46682 57563 26436088

6 3128 4786 55893 37615 2889 30261886 60928 1588 1416 40540 62390 25767022

7 443 2999 46395 35068 1317 24692504 51012 1573 57563 37794 54505 25550351

8 22 2517 22 27489 49674 23472247 61295 1447 34018 37747 55893 23548341

9 9415 1275 443 26468 54311 23342821 5060 1309 21694 24942 40633 22940400

10 8080 1081 21651 25614 44879 23306526 49665 1225 46886 19468 40403 19544859

T
o
o
ls

 …
 N

F
S
e
n

(P
o
rt

 T
ra

c
k
e
r)



C
o
m

p
o
n

e
n

ts



T
o
o
ls

 …
 I

D
S

 &
 I

P
S



C
o
m

p
o
n

e
n

ts



T
o
o
ls

 …
 C

o
ll
a
b
o
ra

ti
o
n



T
o
o
ls

 …
 R

T



T
o
o
ls

 …
 R

T



T
o
o
ls

 …
 R

T



T
o
o
ls

 .
. 
R

T



T
o
o
ls

 …
 R

T



T
o
o
ls

 …
 R

T



C
o
n

c
lu

s
io

n

RT

Weather Map

NFSenNagiosSmokePingCacti

ALL IN ONE 

NETWORK MANAGEMENT SYSTEM

Rancid
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Performance
• Cricket
• IFPFM
• flowc
• mrtg
• netflow
• NfSen
• ntop
• pmacct
• rrdtool
• SmokePing

Ticketing
• RT, Trac, 

Redmine

Net Management
• Big Brother
• Big Sister
• Cacti
• Hyperic
• Munin
• Nagios*
• Netdisco
• Netdot
• OpenNMS
• Sysmon
• Zabbix

Change Mgmt
• Mercurial
• Rancid (routers)
• RCS
• Subversion

Security/NIDS
• Nessus
• OSSEC
• Prelude
• Samhain
• SNORT
• Untangle

And that's not all!!!
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