Mining Anomalies In
Network-Wide Flow Data

Anukool Lakhina, Ph.D.
with Mark Crovella and Christophe Diot

SANOG-7, Mumbai, January 24, 2006



Network Anomaly Diagnosis

Am | being attacked?

IS someone scanning my network?
Are there worms spreading?

A sudden traffic shift?

An equipment outage?

Something never seen before?

A general, unsupervised method for
reliably detecting and classifying network
anomalies is needed



My Talk in One Slide

* A general system to detect & classify
anomalies at ISPs and large enterprises

e Central Message: Network-wide analysis of
NetFlow data can expose many anomalies

— Detect both operational & malicious incidents

* | am here to seek your feedback ©



Network-Wide Traffic Analysis

Peak rate: 300Mbps; :
Attack rate ~ 19Mbps/flow |
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Collecting Network-Wide Traffic

e Assemble network’s
to Sattle from NYC tl’affIC matrIX

,  Traffic entering at the
T origin and leaving at
to LA ' the destination

to Houston e Use routing to
aggregate NetFlow
data into OD flows



Networks Evaluated

Abilene research network (Internet2)
« 11 PoPs, 121 OD flows, anonymized,
1/100 sampling, 5 min bins

Géant Europe research network (Dante)
o« 22 PoPs, 484 OD flows, not anonymized,
1/1000 sampling, 10 min bins

Sprint European commercial network
« 13 PoPs, 169 OD flows, not anonymized,
aggregated, 1/250 sampling, 10 min bins

INTERNET.
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But, This Is Difficult to Analyze!

x 10’ x10° x10" 25210
s ] 5
s ] 45 2
25 1 4 )
&
© =] =
5 T =35 5
g 2 1 z Li1s
o o 3 (s}
8 3 s
4 15 4 c25 I
] ] s 1
£ 5 2 §
= 1 B = £
s ] 15
, o5
05 1
3 1 05
Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun Mon Mon Tue Wed Thu Fri Sat Sun
x 107 x10° x10° x10°
of ]
o
-4 ]
1 2ol ] _
3 H Eor
H s ] H
ol 8 [
a > &at
s} Saf| 4 s}
sl °
] Eal 1
= =
> 2
| s
1
| I J
1 Lk b
o AL LA o
Mon Tue Wed Tha Fr Sat Sun Mon Tue Wod Thu i Sat Sun Mo Wod Thu Fri Sat Sun 100 200 300 400 500 600 700 80O 900 1000
x 10" x10° x 107
7 3.6 1
4 s 3.4 1
32 ]
] o _
g 3 2,
T i
g 2 H
A = £
3 [=} az28
o o o
< < =
£ <
£ e G26
Eol g S
= Foa
L 22 1
\ ’ ]
an ] ML N ) 4 all i,
100 200 300 400 500 600 700 800 900 1000 Non Tue Wod Thu Fi Sat Sun

How do we extract anomalies and normal behavior
from noisy, high-dimensional data?



The Subspace Method [.cp:siccomm ‘04

An approach to separate normal & anomalous
network-wide traffic

Designate temporal patterns most common to all
the traffic flows as the normal patterns

Remaining temporal patterns form the
anomalous patterns

Detect anomalies by statistical thresholds on
anomalous patterns



An example operational anomaly
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Summary of Anomaly Types Found

[LCD:IMC04]
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Automatically Classifying Anomalies
[LCD:SIGCOMMO5]

e Goal: Classify anomalies without restricting
yourself to a predefined set of anomalies

 Approach: Leverage 4-tuple header fields:
SrclP, SrcPort, DstlP, DstPort

— In particular, measure dispersion in fields

 Then, apply off-the-shelf clustering methods
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Example of Anomaly Clusters
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Summary

 Network-Wide Detection:
— Broad range of anomalies with low false alarms

— In papers: Highly sensitive detection, even when
anomaly is 1% of background traffic

 Anomaly Classification:
— Feature clusters automatically classify anomalies
— In papers: clusters expose new anomalies

 Network-wide data and header analysis are
promising for general anomaly diagnosis
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Next steps

 Ongoing Work: implementing algorithms in
a prototype system

 For more information, see papers & slides at:
http://cs-people.bu.edu/anukool/pubs.html

e Your feedback much needed & appreciated!
— Data, deployment, ...
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