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VPN Definitions

Cisco.com

Virtual

Logical Networks, independent of physical
architecture.

Private

Independent ip addressing and routing
schemes (non-cryptographic approaches)

Secure : confidentiality, message integrity,
authentication, privacy. (cryptographic
approaches)

Network



VPN Definitions
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1

* A Virtual Private Network carries private traffic
over a public network.

* A restricted-use, logical computer network that
is constructed from the system resources of a
relatively public, physical network (such as the
Internet), often by using encryption, and often
by tunneling links of the virtual network across
the real network. (RFC2828)

)




Network Layer Encryption

Application Layer Encryption

Application ‘ \

Network Layer Encryption
SN =< W=

Transport/
Network
Layers (3-4)

Link-Layer Link-Layer
Encryption Encryption

Encrypt traffic flow between specific users, applications or IP subnet
pairs.

Cisco.com

Link/Physical
Layers (1-2)

Transparent to intermediate network devices, independent of network
topology.
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VPN Applications
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Business 4
miiy]

Partner
H -
| Supplier |
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D000 Enterprise
Ut ,:7
OO — l.l.ri .
Service = 1
DMZ B’

Provider B

Remote
Office

Regionh@

Office || Twsma" Mobile User
___ Office Or Corporate
Telecommuter
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VPN Technologies

Cisco.com

Non-Cryptographic Approaches
GRE or IP-in-IP Tunneling
MPLS VPN

Cryptographic Approaches
PPTP (MPPE)
L2TP (Protected by IPsec)
GRE (Protected by IPsec)
IPsec



Secure VPN Services

Cisco.com

Confidentiality
Authentication
Integrity
Nonrepudiation

Access Control



Secure Communications Using IPsec
VPN

LR RRRRRRRRRR R Cisco.com
PKI

I’'m B Here is my proof

ISAKMP & IKE

Proposals

I’'m A Here is my proof

Proposals

IPsec

Cryptography
Building Blocks

&

-
-
-

~ . . . -
NeedS segure communications over insecure channel

-~ -
\N ”
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Cryptography Building
Blocks
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Cryptography Building Blocks

Cisco.com

Encryption vs. Hash
Encryption Layers

Symmetric vs. Asymmetric Algorithms



Encryption vs. Hash
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PlainText

CipherText

l

Decryption( )

Encryption keeps communications
Private.

Encryption and decryption can
use same or different keys.
Achieved by wvarious

algorithms, e.g. DES, CAST.
Need key management.

© 2001, Cisco Systems, Inc. All rights reserved.

Message

Message Digest

Hash transforms message into
fixed-size string.

One-way hash function.
Strongly collision-free hash.
Message digest can be viewed
as “digital fingerprint”.
Used for message integrity
check and digital certificate.
Hash is generally faster than

encryption.

13



Message Authentication & Integrity
Check Using Hash
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a -
v insecure channel ’? v
—=4 Hash output |
Receiver

Sender
—=® Secret key only known by sender and receiver.

MAC (Message Authentication Code): cryptographic checksum
generated by passing data thru a message authentication algorithm.

MAC is often used for message authentication and integrity check.

HMAC - Keyed hashed-based MAC.

© 2001, Cisco Systems, Inc. All rights reserved.



Commonly Used Hash Functions
(MD5 and SHA)
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Message PRsEng

Block1 Block2
(512 bits) (512 bits)

o

128 bits

Block n
(512 bits)

128 bits

Both MD5 and SHA are derived based on MDA4.
MD5 provides 128-bit output, SHA provide 160-bit output.

Both of MD5 and SHA are considered one-way strongly collision-free
hash functions.

SHA is computationally slower than MD5, but more secure

© 2001, Cisco Systems, Inc. All rights reserved. 15



Symmetric vs. Asymmetric Encryption
Algorithms
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Decryption( )

PlainText PlainText

CipherText

Encryption()

Decryption( )

Secret-key cryptography * Public-key Cryptography.

Encryption and decryption use * Encryption and decryption use
the same key. different keys.

Typically used to encrypt the « Typically used in digital cert-
contents of a message. ification and key management.

Examples: DES « Examples: Diffie-Hellman, RSA

© 2001, Cisco Systems, Inc. All rights reserved. 16



Data Encryption Standard
(DES)

Cisco.com

Symmetric key encryption algorithm

Block cipher: Works on 64-bit data block,
use 56-bit key.

Mode of operation: How to apply DES to encrypt
blocks of data

Electronic Code Book (ECB)
Cipher Block Chaining (CBC)
K-bit Cipher FeedBack (CFB)
K-bit Output FeedBack (OFB)



DES CBC Mode
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Triple-DES

I T TTTTTTTTTTTTTTTTT T T Cisco.com
(Encrypt) (Decrypt) (Encrypt)
Sh— &=
64-bit 64-bit
Plain text Cipher text

168-bit total key length

Mode of operation decides how to process
DES three times.

More secure than DES

© 2001, Cisco Systems, Inc. All rights reserved. 19



Diffie-Hellman Key Exchange

Cisco.com

Asymmetric key algorithm.

The protocol allows two users to exchange a

secret key (used by symmetric algorithms) over
an insecure channel without prior secrets.

Diffie-Hellman (DH) groups: size of modulus p,
for examples:

DH group 1 (768-bit)
p = 2A768 - 2A704 - 1 + 264 * { [2638 pi] + 149686 }
g=2
DH group 2 (1024-bit)
Vulnerable to man-in-the-middle attack.



Diffie-Hellman Key Exchange

R R RRRRR R e Cisco.com
Private Value, X, Private Value, Xg
Public Value, Y, Public Value, Yg
Y, =g X4 mod p Y =9 XE”mod p
\
\ /
/
7
-
- % -
X X
Yz A modp Y, Fmodp
Shared secret key
p (prime number) and g (integer <p) are public system parameters.
For every number n in {1,..., p-1}, there is a power k of g such that n = gk mod p.

X, and Xg are drawn from the set of integers {1, .... p-2}

Protocol security: assume computationally infeasible to calculate the shared secret
given the two public value Y, and Yg



RSA Algorithm

Cisco.com

Developed by Ronald Rivest, Adi Shamir, and
Leonard Adleman in 1977.

Public-key cryptosystem.
Each end system generates a pair of keys.
Public key is published to public domain.
Corresponding private key is kept private.

Used for both encryption and digital signatures
(authentication).

Defined in PKCS #1.



How RSA can be Used
I T TTTTTT T TTTTTTT T TTTTTTTTTTTTTTTTTTTITTAATIITTIT Cisco.com

Encryption I

Transmit
Cipher text l Bob’s private
. ' ke _
PlainText PlainText
g Decryption() BEEE:

RSA

Authentication
Transmit
Cipher text }
Alice’s private - and plain text l Alice’s public
CipherText ke
PlainText DO PlainText PlainText
EE=S ainlex .
EE=ZS RSA Jzs== g Decryption()
EE==

23
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IPsec Protocols
Overview
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IPsec Protocol Overview

Cisco.com

IPsec Definition and Services
IPsec Modes

AH and ESP

IPsec Security Association



IPsec Definition and Services

Cisco.com

IPsec stands for IP security.

“A security protocol in the network layer
will be developed to provide cryptographic
security services that will flexibly support
combinations of authentication, integrity,
access control, and confidentiality” (IETF).



IPsec Services

Cisco.com

Data Origin Authentication
Data Integrity
Confidentiality

Replay Detection

Access control and Traffic flow
confidentiality



IPsec Modes

i Cisco.com

l IPsec Tunnel

i > A E B A E B
T | |
D :

. IPsec header
Tunnel Mode Transport Mode

« Encrypt IP traffic through IPsec peers * Encrypt IP traffic between IPsec peers

« Original IP header is encrypted * Less overhead

 Traffic flow confidentiality « Some portion of original IP packet is
visible

29
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Authentication Header (AH)

I TTTTTT T T T T TTT T Cisco.com

Data Integrity h

Data has not been modified HMAC-MD5-96
during transmission. > I::> HMAC-SHA-1-96

Origin authentication

Data is indeed coming from Most of
IPsec peer. Y IP header +
. . AH header +
Anti-replay detection data
l_.’

Sequence no. & Sliding window

v

Data in cleartext

No confidentiality. v
IP protocol 51

Defined in RFC 2402

© 2001, Cisco Systems, Inc. All rights reserved. 30



Encapsulating Security Payload (ESP)

Cisco.com

DES-CBC

Data confidentiality ' 3DES, AES
Data integrity k

Does not cover ip header - ::> :mxg:gﬁifga
Data origin authentication _

Anti-replay detection , > Sequence no. &

Sliding window

Traffic flow confidentiality
IP protocol 50
Defined in RFC 2406



Anti-Replay in IPsec

Cisco.com

Both ESP (with authentication)
and AH have an anti-reply mechanism

Based on sequence numbers
Recommended 64 packets but anything above 32 ok

Sender increments the sequence number after each
transmission

Receiver optionally checks the sequence number and
rejects if it is out of the window

Can/should be negotiated by IKE
Does not provide ordered delivery



Anti-Replay in Action
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#4 #3 #2 #1

==

#2 #2 #4 #2 #1

Packet #2 Are Out
#2 #92 Of Sequence And/or
Duplicates

Packet #3 Lost,
No Problem

© 2001, Cisco Systems, Inc. All rights reserved. 33



Importance of Anti-Replay

Cisco.com

Without anti-replay, an attacker could

Sniff an encrypted packet and guess its contents
(based on length, periodicity, DSCP,...)

SNMP/syslog traps to NOC

SNMP write from NOC

IDS alerts to NOC

Routing protocol updates
Replay this packets to

Cause alert flooding

Generate route flapping => DoS

Put clock back in time to prevent CRL checks



Security Association
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Outbound: Inbound:
Src: 1.1.1.1 Dst: 2.2.2.2 Src: 1.1.1.1 Dst: 2.2.2.2

SPI: 4D01013D SPI: 4D01013D
ESP-DES-MDS5 ... ESP-DES-MDS ...

Inbound: Outbound:

Src: 2.2.2.2 Dst: 1.1.1.1 Src: 2.2.2.2 Dst: 1.1.1.1
SPI: 57F8DAS80 SPI: 57F8DAS80
ESP-DES-MDS5 ... ESP-DES-MDS5 ...

Defines a one-way relation between IPsec peers
to apply security services to the traffic carried.

Two SAs are needed for two-way secure
communication.

© 2001, Cisco Systems, Inc. All rights reserved. 35



IPsec Security Association
(A Snapshot)

Cisco.com

interface: Ethernet4/0

Crypto map tag: vpn, local addr. 172.16.172.69

local ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.172.10

PERMIT, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4

local crypto endpt.: 172.16.172.69,
remote crypto endpt.: 172.16.172.10
path mtu 1500, media mtu 1500
current outbound spi: E8559075



IPsec Security Association
(A Snapshot)
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inbound esp sas:

spi: OxCAFDEBF8(3405638648)

transform: esp-des esp-md5-hmac, in use settings = {Tunnel, }
slot: 0, conn id: 2002, flow_id: 3, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3434)

IV size: 8 bytes

replay detection support: Y

outbound esp sas:

spi: 0xE8559075(3897921653)

transform: esp-des esp-md5-hmac, in use settings = {Tunnel, }
slot: 0, conn id: 2003, flow_id: 4, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607999/3422)

IV size: 8 bytes

replay detection support: Y



Key Management Requirement
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Need secure key determination and distribution

methods:
Manual

Need Automatic methods

Key and SA management
Negotiate SA parameters

Dynamic rekeying
No human intervention

© 2001, Cisco Systems, Inc. All rights reserved.

ISAKMP & IKE
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ISAKMP and IKE

© 2001, Cisco Systems, Inc. All rights reserved. 39
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ISAKMP

Cisco.com

ISAKMP: Internet Security Association and Key
Management Protocol.

Define procedure and packet format to establish,
negotiate, modify and delete security
association:

Standardized payload
Exchange types
Payload Processing rules

Domain of Interpretation defines the syntax and
semantics.

Defined in RFC 2408.



Internet Key Exchange (IKE)

Cisco.com

Hybrid protocol: combination of ISAKMP,
Oakley Key exchange and SKEME
protocols.

Defines the mechanism to derive authen-
ticated keying material and negotiate
security associations (used for AH, ESP)

Uses UDP port 500
Defined in RFC 2409



IKE (Two-Phase Protocol)

I TTTTTTTTTTTTT T TTT T TTT T Cisco.com

S KE___ 2
& P S

| |

Data

‘ V

Two-phase protocol:

Phase |I: Two peers establish a secure, authenticated
channel with which to communicate. Main or
Aggressive mode accomplishes a phase | exchange.

Phase Il: Security associations are negotiated on behalf of
IPsec services. Quick mode accomplishes a phase Il
exchange.

Each phase has its SAs: ISAKMP SA (Phase l) and
IPsec SAs (Phase ll).

© 2001, Cisco Systems, Inc. All rights reserved. 43



IKE (Two-Phase Protocol)

v

Cisco.com

Phase | SA (ISAKMP SA)

Main Mode

Aggressive Mode

lNew IPsec tunnel or rekey

v

Phase Il SA
(IPsec SA)

Quick Mode

v

A Protected Data

© 2001, Cisco Systems, Inc. All rights reserved.

v

Phase Il SA
(IPsec SA)

Quick Mode

v

C Protected Data

D

44



Phase I:
Main Mode with Pre-shared Key
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Initiator @ - _ @ Responder
DES DES HDR, SAproposal DES
MD5 SHA MD5
DH 1 DH 2 DH 1
Preshare Preshare HDR, SAChoice Pre-share

Generate
DH public value = HDR, KE, Nonce,
& Nonce
Generate
HDR, KEg, Nonce; | pH public value
& Nonce

DH key exchange complete, shared secret SKEYID_
derived. Nonce exchange defeats replay

HASH=HMAC(SKEYID,
KE|KEy|coolie, [ HDRSIDEHASHI
cookieg|SA|ID))
HASH.,=HMAC(SKEYID,
KER|KE,|cookieg]

IDs are exchanged, HASH is verified for authentication. cookie,|SA|ID)
ID and HASH are encrypted by derived shared secret

© 2001, Cisco Systems, Inc. All rights reserved. 45



Phase Il:
Quick Mode Negotiation

T e i v Cisco.com
Initiator

@ l I Responder

ESP
DES
SHA
| PFS 1

® Protected by Phase | SA
® Optional DH exchange for Perfect forward secrecy (PFS).
® Negotiate IPsec SA parameters, including proxy identities [ID,, IDcRg].

® Two unidirectional IPsec SAs established with unique SPI numbers.
® Nonce exchanged for generating session key.
KEYMAT = HMAC (SKEYID,[KE,KEg|lprotocol|SPI|Nonce,|Noncey)

© 2001, Cisco Systems, Inc. All rights reserved. 46



Advantage of Two-Phase Approaches

Cisco.com

Multiple Phase Il SAs can be established
between peers over time without having to
start over for each communication.

Security services negotiated during
Phase | provide security properties for the
Phase Il.

Having an ISAKMP SA in place
considerably reduces the cost of ISAKMP
management activity.



IKE Key Agreement Mechanism

Cisco.com

Diffie-Hellman Key agreement protocol
(establish a shared secret)

Security improvement:
ISAKMP cookies to thwart clogging attack.
Two peers can negotiate DH group.

DH exchange is authenticated to thwart
man-in-the-middle attack.



IKE Authentication

Cisco.com

What is authenticated?

Device or host identity authentication.

Extended Authentication (Xauth) adds
legacy user authentication.

Liveness



IKE Authentication Methods

Cisco.com

Pre-shared secret

Easy to deploy, not scalable

Public-key signatures (rsa-signature)

Most secure, requires infrastructure.

Public-key encryption (rsa-nonce)

Similar security to rsa-sig, requires prior
knowledge of peer’s public key, limited
support.



Add Legacy Authentication for

Remote-Access IPsec VPN
U A e Cisco.com

IKE authenticates “host”

Also need to authenticate the user who
uses the IPsec enabled host.

Legacy authentication

User authentication using AAA
IP/DNS/WINS assignment

Extended authentication (Xauth) and
Mode Configuration.



Add Legacy Authentication to
Remote-Access IPsec VPN
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IKE Phase | SA
AAA

—p . P—

TS

B ey

Ccieb

H

A : IP address client gets from Internet ISP

B : IP address of router’s outgoing interface
C. : ith IP address in IP pool defined on router
D : IP address of hosts behind router



ISAKMP Informational Exchange

Cisco.com

Used to send notification and delete
payload between two peers.

Protected by Phase 1 SA
If Phase 1 SA already established.

Clear text along with HASH
If no Phase 1 SA.
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What is PKI ?

Cisco.com

Public-key Infrastructure.

A PKI consists of protocols, services and
standards supporting applications of
public-key infrastructure.

Provides authentication, non-repudiation
and confidentiality when used in IPsec
VPN.



PKI Components

I TTTTTTTTTT T T TTTTTTTTTTTAT Cisco.com
Registration and Certificate
Certification Issuance Authority
Certificate
Key Recovery Revocation
Certificate
Distribution

Key Storage

Support for Non-
Repudiation

© 2001, Cisco Systems, Inc. All rights reserved.
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Basic concept and Terminologies

Cisco.com

Digital Signature
Digital Certificate

Digital Enveloping



Digital Signature
Cisco.com
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Message Digest

Alice’s Alice’s
public key

Message Digest

Private Key

The characteristics of Hash and public-key provides:
Entity and data origin Authentication, Integrity, Non-repudiation.

Above is based on Bob'’s trust of Alice’s public key (?)

58
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Digital Certification
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Certificate Authority

—_

\DDDDDD
jnann DDD sCunn i §

CA’s
Private Key

Bob trusts Alice’s

public key after verifies
her signature using CA’s
public key

Alice

(already has
CA'’s public key)

Convey trust in her public key

© 2001, Cisco Systems, Inc. All rights reserved. 59



Digital Certificate

Cisco.com

A data structure that binds a public key value to
a subject.

Binding is achieved by a trusted CA verifying the
subject’s identity and digitally signing the
certificate.

Has a limited lifetime which is checked by the
relying party along with the signature.

Can be valid for specific usage. For example:
IPsec (signature, encryption), SSL, Email...



Digital Enveloping

Cisco.com

8+ 1. Recipient first decrypts the

(@ )
Random & @ message using its own
secret gy | Private key.
T == —

)
35
S
(0]
X
%

i -

NI
I
M m

2. Decrypt the ciphertext using
the secret in the Message.

Encrypt using recipient’s
Public key

The message is sealed in such way that no
one but intended recipient can open it.

Defined in PKCS #7



PKI Building Blocks

Cisco.com

X.509

Defines digital certificates

PKIX (PKI for X.509)

Specification of using digital certificates,
management protocols, operation protocols
etc.

PKCS

Public key algorithms and PKI transaction
message syntax



X.509 v3 Certificate

Version
Serial Number

Signature Algorithm ID
Issuer (CA) X.500 Name

Validity Period

Subject X.500 Name

Subject Public ~ ‘Algorithm ID

Key Info Public Key Value
Issuer Unique ID
Subject Unique ID

Extension

CA Digital Signature

© 2001, Cisco Systems, Inc. All rights reserved.

Signing Algorithm
e.g. SHA1withRSA

CA'’s identity
Lifetime of this cert

User’s identity
e.g. cn=mls,ou=tac,o=cisco

User’s public key (bound
to user’s subject name)

Other User info
e.g. subAltName, CDP

Signed by CA'’s private key

Cisco.com
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X.500 Directory & SubjectDN

L CCEETTELII i Cisco.com

A directory entry’s complete name is
known as its distinguished name (DN)

SubjectDN: In the format of X.500 DN

SubAltName: DNS name, IP address, Email
address etc.

A X.509 v3 certificate must have at least
one subjectDN or subAltName.



PKIX PKI Entities

Cert
CRL

Repo
sitory

I T T T TTTT T TTTTTT T Cisco.com
Operational and
Management
Transactions End Entity
>
Management
Transactions PKl Users
| 3 A
Publish PKI Management
Certs RA Entities
Publish Certs v
and CRLs
CA

Cross--certification

CA-2

© 2001, Cisco Systems, Inc. All rights reserved.
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Certificate Authority

Cisco.com

The trust basis of a PKI system .

Verify user identity, issues certificates by
binding user’s identity to a public key with
a digital certificate.

Revokes certificates and publish
certificate revocation list (CRL).

In house implementation or outsourcing



Registration Authority (RA)

Cisco.com

An RA provides interface between the user
and CA

For example, a CGI script

May run on CA or a different system

Publishes CRL



Certificate Revocation List (CRL)

Cisco.com

Certificates can be revoked by CA.
Key compromise
Cessation of Operation

CRL is a list of the serial numbers of revoked
certificates

Makes PKI scalable.
CRL is published by CA or RA.

CRL also has a lifetime and is updated frequently
by CA.



CRL Distribution Point
(CDP

R RRRRRRRRRRRL O Cisco.com

| booooo [
\ cn=crl2,ou=tac,0=Cisco
LDAP Query 3
CRL? @
u_ =

CDP specifies the location of the CRL in
directory.

CA informs end entities how to obtain CRL
by putting CDP in the certificate.

CDP is a X.509 v3 certificate extension.



Certificate Path & Validation
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) RootCA self-signed Cert

[ PR
_ _ [ wmhuu ) k|
Sign SubordmateCA_c‘ey

Root CA

& \
Sign EE_cert Subordinate CA ? Validation before trust
& &
certificate chain
End Entity {router_cert,SubordinateCA_cert, RootCA_cert}

Trust Hierarchy to achieve scalability

Certificate chains

© 2001, Cisco Systems, Inc. All rights reserved. 70



Public-Key Encryption Standard
(PKCS)

Cisco.com

Important PKCS standards for
interoperable PKI:

PKCS 7: Cryptographic Message Syntax
Standard.

PKCS 10: Certificate Request Syntax Standard.
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Basic IPsec Example
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,,m,\//i’"‘\,, 11 1 .1 222_2
Internet 10.1.2.0/24

—

1 0.1.1 .012;1\}‘;’:\—@

IKE Policy (Phase I)

crypto isakmp policy 1
authentication pre-shared
hash sha
encryption 3des
group 1
crypto isakmp key cisco123isabadkey address 2.2.2.2

© 2001, Cisco Systems, Inc. All rights reserved.
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Basic IPsec Example
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2.2.2.2
@ 10.1.2.0/24

P N 1.1.11

10411024 — 5

Internet

— A
N

IPsec Policy (Phase Il)
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto map IPSEC 20 ipsec-isakmp
set peer 2.2.2.2
match address 102
set transform-set ESP-3DES-SHA

access-list 102 permit ip 10.1.1.0 0.0.0.255 10.1.2.0 0.0.0.255

© 2001, Cisco Systems, Inc. All rights reserved. 74



Basic IPsec Example

e T T T I IvOvTm Cisco.com
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Apply Crypto Map
interface serial 0
ip address 1.1.1.1 255.255.255.252

crypto map IPSEC
!

ip route 10.1.2.0 255.255.255.0 1.1.1.2
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Basic IPsec Example
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,,m,\//i’"‘\,, 11 1 .1 222_2
Internet 10.1.2.0/24
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IKE Policy (Phase I)

crypto isakmp policy 1
authentication pre-shared
hash sha
encryption 3des
group 1
crypto isakmp key cisco123isabadkey address 1.1.1.1
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Basic IPsec Example
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N 1.1.11

1 0.1.1 .012;1\}‘;’:\—@

—

2.2.2.2

@ 10.1.2.0/24

Internet

IPsec Policy (Phase ll)
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto map IPSEC 20 ipsec-isakmp
set peer 1.1.1.1
match address 102
set transform-set ESP-3DES-SHA

access-list 102 permit ip 10.1.2.0 0.0.0.255 10.1.1.0 0.0.0.255
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Basic IPsec Example
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Apply Crypto Map
interface serial 0
ip address 2.2.2.2 255.255.255.252

crypto map IPSEC
!

ip route 10.1.1.0 255.255.255.0 2.2.2.1
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Agenda

VPN Definitions
Cryptography
IPsec Protocols
ISAKMP and IKE
PKI

IPsec Configuration
IPsec and MTU

© 2001, Cisco Systems, Inc. All rights reserved.

Cisco.com

PKI

ISAKMP & IKE

S _Proposals |

. PsecVPNTummel  _ |pgec

=

Cryptography
Building Blocks

79



MTU Definitions

Cisco.com
MTU Definition: The maximum packet size an
interface can handle
For example, Ethernet 1500 bytes

Path MTU (PMTU) definition: The maximum
packet size all interfaces along a path can handle

For example, a typical VPN tunnel path ~1400 bytes

Path MTU discovery (PMTUD) uses ICMP to
notify the sending device if a packet is too large
to fit on the next link

Type 3, Code 4 (destination unreachable, fragmentation
needed but don't-fragment (DF) bit set)



Fragmentation and VPNs

Cisco.com

How is IPsec VPN affected by fragmentation?
Encryption and integrity checks add (40-70 bytes)
Fragmentation is done after IPsec Encryption

Reassembly of fragmented encrypted packet results in
increased processor overhead (process switching)

ISM with 3DES - 70 Mbps reduced to 20 Mbps

If fragmentation is not allowed (DF bit set) packets are
dropped

What are the symptoms?

Slow application throughput
Ability to ping/telnet but not http/ftp



IPsec Overhead

Cisco.com

Example: ESP Tunnel Mode

DES encryption (ESP-DES)

HMAC-SHA1-96 authentication (ESP-SHA-HMAC)

New IP Header 20 bytes
SPI 4 bytes
Sequence Number 4 bytes
Initialization Vector (IV) 8 bytes
Padding 1-8 bytes
Pad len 1 bytes
Next Payload 1 bytes
HMAC-SHA1-96 12 bytes
Total Overhead 51-58 bytes

=)

=)

Original IP packet 1500 bytes

eES 64-bit block cipheD
Y
(1500+8+1+1) mod 8 = 6

Padding = 8-6 = 2 bytes

ESP Packet size : 1552 bytes



Tunnel Mode IPsec and Fragmentation
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Original IP Datagram (After Forwarding)

PeraultBehaviour:

DF Bit/ls Copied|to the Original IP Header| |5 b\ 559

FO=0, ID=x, DF=
External IP.Header SR 192 Rl
20 Bytes 1480 Bytes

IPsec ESP Tunnel Mode Packet With New IP Header (After Encapsulation)

=Serpkl) B plle [ e BN =S 2 Original IP Header IP pavioad ESP
FO=0,MF=0,ID=y,DF=0] Header BB M s ) pay Tirailer
20 Bytes 16 Bytes 20 Bytes 1480 Bytes 8 Bytes
ExternalliP’ Header? ESP  Relylo]{y 10| o -F-Te [T
o) i) ey R P FO=0, ID=x, DF=0 | I Fayload...
20 Bytes . 16 Bytes 20 Bytes 1444 Bytes
1 IPsec Packet /

ExternalliP Header: ESP

in 2 Fragments >
(On the Wire)

... IP Payload

EO=1480;ME=0/D=y;DE=0 Trailer

20 Bytes 36 Bytes 8 Bytes
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IPsec Fragmentation in Action

MTU 1500

1 S

Path 1500
Media 1500 </————= |Psec Tunnel

I Cisco.com

MTU 1500

Path 1500

—————_~ Media 1500

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

72 1

@ Reassemble IPsec Packet

@ Decrypt IPsec Packet, and Forward to Host
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Data Packet
Encrypt Data Packet
Fragment IPsec Packet

And Forward to Peer

1552 '
1500 '
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