APNIC Training
3 Internet Resource Management
*é 29 January 2010 — Dhaka, Bangladesh
E 15 South Asian Network Operators Group Conference
v o
z In conjunction with ISPAB
brd ®
P AsPie
Introduction
| « Presenters
j — Nurul Islam Roman
;i » Training Officer (Technical)
H * nurul@apnic.net
: — Jeffrey Tosco
E * Training Office
» jeffrey@apnic.net
Y
z — Vivek Nigam
o
< * Internet Resource Analyst
7 « vivek@apnic.net
: | Assumptions & Objectives
Assumptions Objectives
:; « Are current or prospective ¢ To provide an
H APNIC members understanding of address
2| « Have not submitted many management
¢ requests » To provide a working
2| * Are not familiar or up-to- knowledge of the _
date with address policies procedures for requesting
«+ Are not familiar with resources from APNIC
v procedures and managing thes&.e
E < Are interested in address * To keep r_nembersh|p up-
< management to—c_ia_te with the latest
@& policies

Liaise with members.
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies
— IP address request (Demo)
— Second opinion request
— IPv6 Policy and Procedure
— MyAPNIC (Demo)
— Reverse DNS
- APNIC Helpdesk
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Overview

« IRMe
—Introduction to APNIC

— APNIC policy development process
— Internet registry policies

— IP address request (Demo)

— Second opinion request

— IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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What is APNIC?

* Regional nternet Registry (RIR) forthe Asia
Pacific region
— One of five RIRs currently operating around the world
< Non-profit, membership/organisation

* Industry ulatory body
— Consensus-based
— Open
— Transparent decision-making and policy development

* Meetings and mailing lists
— http://meetings.apnic.net/29
— http://www.apnic.net/community/participate/join-discussions/sigs
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What does APNIC do?

i Resource service Policy development
E « IPv4, IPv6, ASNs « Facilitating the policy

< * Reverse DNS delegation development process

- * Resource registration « Implementing policy changes
g « Authoritative registration server

2 « whois

2 +IRR

< Information dissemination Training

* APNIC meetings « Face to Face
* Web and ftp site « Via e-learning

g * Publications, mailing lists

4 + Outreach seminars - Subsidised for members

o

< Schedule:
@ http://www.apnic.net/community/lists/ .

: | Where is the APNIC region?

W * N

£ (il e
= !

2 »

z

A7 AfriNIc

U {

z p.

o

<

@

: | APNIC is NOT

2| * A network operator

= — Does not provide networking services
H » Works closely with APRICOT forum

z

¢ | « A standards body

< — Does not develop technical standards

» Works within IETF in relevant areas (IPv6 etc)

Y

z | + A domain name registry or registrar
< » Will refer queries to relevant parties

@
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APNIC from a Global Perspecti

Internet standards 1P address management Technical operators

e [t e |
Network Ops %
| S Rrence o P
| TP | A8
----- -
v
Forums for high-level Internet technical coordination

discussions on
Internet governance ‘ | ICANN

Reguhtion and law
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Internet Registry Structure
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APNIC IPv4 allocations by econom

Number of IPv4/8s by Ecomomy
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Global policy Coordination

(?W\

APNIC

RIPE — —AREN-
~abicC Q NRO
A7 AfriNIC “)

The main aims of the NRO:

« To protect the unallocated number resource pool

« To promote and protect the bottom-up policy development process

« To facilitate the joint coordination of activities e.g., engineering projects
« To act as a focal point for Internet community input into the RIR system
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Global policy coordination

(?)\ E

APNIC
/ \
RIPE G2 nro @
Suce (\ - TCANN
\
77 AfriNIC - La
;/ ri /}

The main function of ASO:

« ASO receives global policies and policy process details from the NRO
« ASO forwards global policies and policy process details to ICANN board
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Overview

* IRMe
— Introduction to APNIC

—APNIC policy development process
— Internet registry policies

— IP address request (Demo)

— Second opinion request

— |IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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You are part of the APNIC
Community!

* Open forum in the Asia Pacific
— Open to any interested parties

obal \nternet C°mmunity

G\

\nternet Co
Pgv\\c m’?’lu,, /.g’

APNIC Members
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Participation in policy developme

* Why should | bother?

— Responsibility as an APNIC member
» To be aware of the current policies for managing
address space allocated to you
— Business reasons

« Policies affect your business operating
environment and are constantly changing

» Ensure your ‘needs’ are met
— Educational
* Learn and share experiences
« Stay abreast with ‘best practices’ in the Internet

>

Q APNIC
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Policy Development Process

Anyone can participate

Internet community proposes ecisions & policies documented
and approves policy & freely available to anyone

7
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The Policy Development Process

Need Discuss Consensus Implement

4 weeks | week Minimum 3 months 8 weeks

A7

o

SIG mallng lst discussions.

You can participate!
More information about policy development can be found at:

http://www.apnic.net/community/policy
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How to Make Your Voice Heard

+ Contribute on the public mailing lists
— http://www.apnic.net/community/participate/join
-discussions/sigs
— Attend meetings
— Or send a representative

— Watch webcast (video streaming) from the
meeting web site

— Read live transcripts from APNIC web site

— And express your opinion via Jabber chat
+ Give feedback

— Training or seminar events

Pacific Network Information

Asia

 APNIC

Questions?

sia Pacific Network Information C

A

@ APNIC

Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process

—Internet registry policies
— IP address request (Demo)

— Second opinion request

— IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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Allocation and Assignment

Allocation
“A block of address space held by an IR (or downstrea
ISP) for subsequent allocation or assignment”
* Not yet used to address any networks

Assignment
“A block of address space used to address an
operational network”

» May be provided to ISP customers, or used for an ISP’s
infrastructure (‘self-assignment’)

Asia Pacific Network Information Centre
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Allocation and Assignment

APNIC
Allocates
to APNIC Member

1/29/10

APNIC Member -
Allocates Assigns )
to downstream  to end-user Member Allocation
Downstream 124

Assigns Sub-
to end-user Allocation

Customer / End User
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Portable & non-portable

Portable Assignments
— Customer addresses independent from ISP TTT
) [ .
« Keeps addresses when changing ISP
— Bad for size of routing tables
— Bad for QoS: routes may be filtered, flap-dampened

1T

Non-portable Assignments
— Customer uses ISP’s address space %
« Must renumber if changing ISP
— Only way to effectively scale the Internet

Portable allocations
— Allocations made by APNIC/NIRs
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Address Management Hierarchy

18 Vo
APNIC Allocation| i APNIC Allocation
Assignment | /24 [Assignment /26 [Assignment| /25
Portable Non-Portable Non-Portable
*Describes “portability” of the address space
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Internet Resource Manageme
Objectives

Conservation Aggregation
- Efficient use of resources +  Limit routing table growth
« Based on demonstrated need + Support provider-based routing

Registration
« Ensure uniqueness
« Facilitate trouble shooting

Uniqueness, fairness and consistency

Asia Pacific Network Information Centre

 APNIC

Why do we Need Policies?
- Global IPv4 Delegations (in /8)

NOT AVAILABLE 35

CENTRAL >
REGISTRY 91 — \
,——— EXPERIMENTAL 16
TOTAL = e
IPv4 e — muITIcAsT 16
SPACE e ”,
RIRs 100 —— —— IANA RESERVED 30

S ARIN31
—— AWNIC 3
— LACNIC 6
- RIPENCC 28

» Source :  Internet Number Resource Report -
Number Resource Organization (NRO)

1/29/10
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tes (FIB)

Rotive BGP entr

Growth of the Global Routing Table

300000

250000
Sustainable
growth?

200000

150000

Dot-Com
100000 hoom
Projected routing
table growth
without CIDR
50000

CIDR
. deployment

8 % 91 %2 93 94 95 9% 97 98 99 00 01 02 03 04 05 06 07 08 09
oate

http://bgp.potaroo.net/as1221/bgp-active.html
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APNIC Policy Environment

“IP addresses not freehold property”
— Assignments & allocations on license basis
» Addresses cannot be bought or sold
« Internet resources are public resources
* ‘Ownership’ is contrary to management goals

“Confidentiality & security”

— APNIC to observe and protect trust
relationship
» Non-disclosure agreement signed by staff

Pacific Network Information C

Asia

@ APNIC

APNIC Allocation Policies

» Aggregation of allocation
— Provider responsible for aggregation

— Customer assignments /sub-allocations must
be non-portable

+ Allocations based on demonstrated need
— Detailed documentation required
« All address space held to be declared
— Address space to be obtained from one source
« routing considerations may apply
— Stockpiling not permitted

1/29/10
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Initial IPv4 Allocation

* APNIC minimum IPv4 allocation size /22

— Two of the criteria for an initial allocation hav

been updated to show:

* An ISP must have used a /24 from their upstream provider
or demonstrate an immediate need for a /24

« An ISP must demonstrate a detailed plan for use of a /23
within a year

Non-portable Portable
assignment assignment

Asia Pacific Network Information Centre
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APNIC Allocation Policies

+ Transfer of address space
— Not automatically recognised
» Return unused address space to appropriate IR
« Effects of mergers, acquisitions & take
-overs
— Will require contact with IR (APNIC)
« contact details may change
* new agreement may be required
— May require re-examination of allocations
« requirement depends on new network structure

Asia Pacific Network Information Centre

@ APNIC

Address Assignment Policies

» Assignments based on requirements
» Demonstrated through detailed documentation

» Assignment should maximise utilisation
— minimise wastage

+ Classless assignments
« showing use of VLSM
+ Size of allocation
— Sufficient for up to 12 months requirement

1/29/10
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Portable assignments

» Small multihoming assignment policy

— For (small) organisations who require a portable
assignment for multi-homing purposes

Criteria

1a. Appligsnts currently multihomed I I|l

1b. Demonstrate a plan to multihome within 1
month

2. Agree to renumber out of previously
assigned space

lember allocation

Demonstrate need to use 25% of requested

i i 9% withi Non-portable
space immediately and 50% within 1 year Sseignment

1/29/10
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Policy for IXP Assignments

* Criteria
— 3 or more peers
— Demonstrate “open peering policy”

* APNIC has a reserved block of space
from which to make IXP assignments

Asia Pacific Network Information Centre
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Portable Critical Infrastructure

Assignments
* What is Critical Internet Infrastructure?

— Domain registry infrastructure
» Root DNS operators, gTLD operators, ccTLD operators
— Address Registry Infrastructure
* RIRs & NIRs
+ IANA
» Why a specific policy ?
— Protect stability of core Internet function
» Assignment sizes:
— IPv4: 124
— IPv6: /132

13
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Sub-allocations

\“APNIC Member
I Allocation 122

124
Sub-allocation
127

1
I
I
|
126 1 125 126 127
Customer Assignments /l Customer Assignments

e ————

* No max or min size
— Max 1 year requirement
» Assignment Window & 2" Opinion applies

— to both sub-allocation & assignments
« Sub-allocation holders don’t need to send in 2" opinions

Asia Pacific Network Information Centre
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Sub-allocation Guidelines

+ Sub-allocate cautiously
— Seek APNIC advice if in doubt
— If customer requirements meet min allocation criteria:
« Customers should approach APNIC for portable allocation
« Efficient assignments
— ISPs responsible for overall utilisation
 Sub-allocation holders need to make efficient assignments
+ Database registration (WHOIS Db)

— Sub-allocations & assignments to be registered in the
db

Asia Pacific Network Information Centre
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Supporting Historical Resourc
Transfer

+ Bring historical resource registrations into
the current policy framework
— Allow transfers of historical resources to
APNIC members
« the recipient of the transfer must be an APNIC
members
« no technical review or approval
« historical resource holder must be verified
« resources will then be considered "current"

» Address space subject to current policy
framework

1/29/10
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Questions?
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies

—IP address request (Demo)
— Second opinion request

— IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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Evaluation by APNIC

 All address space held should be
documented

« Check other RIR, NIR databases for historical
allocations

* ‘No reservations’ policy
» Reservations may never be claimed
» Fragments address space

» Customers may need more or less address space
than is actually reserved

15
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First Allocation

* Must meet criteria
« (discussed in policy section)

* Requires clear detailed and accurate request
+ Implementation of ‘Best Current Practice’
« Efficient assignments planned

» Always a /22 ‘slow start’

« Exceptions made for very large networks
but not common

1/29/10
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: | Subsequent Allocations

£| « 80% overall utilisation

E « Unless large assignment pending

é » Demonstrated conservative assignments
% | + Correct customer registrations in db
8 + Need to fix inconsistencies before next allocation
:| « Allocation size to cover 1 year need

« Based on previous utilisation rate

v | * Contiguous allocation not guaranteed
z « But every effort made

o

<

7

: | Questions?

2

Y

z

o

<

@
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies
— IP address request (Demo)

—Second Opinion Request
— IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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What is an Assignment Window?

“The amount of address space a member
may assign without a ‘second opinion™

« All members have an AW
— Starts at zero, increases as member gains experience in
address management
+ Second opinion process

— Customer assignments require a ‘second-opinion’ when
proposed assignment size is larger than members AW

Asia Pacific Network Information Centre

@ APNIC

Assignment Window

+ Size of assignment window
— Evaluated after about three 2nd-opinion
requests
— Increased as member gains experience and
demonstrates understanding of policies
» Assignment window may be reduced, in rare
cases
* Why an assignment window?
— Monitoring ongoing progress and adherence
to policies
— Mechanism for member education

1/29/10
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Overview of 2" Opinion Form

Applicant information Contact details, passwi
IPv6 / IPv4,
Assignment / Sub-allo
Network name Network name, descripti
country
Future network plan Planned IP usage

Type of request

IPv4 Sub-allocations 1Pv4/IPv6 Assignments

IPs held by customer

& customer’s customers IPs held by customer

Customer assignments to end-sites Customer’s existing network
Sub-allocation infrastructure

Any additional info that

Additional information - )
may aid the evaluation

Confirm details Check your details

Asia Pacific Network Information Centre
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2nd Opinion Evaluation (policy)
« Efficiency
— More than 50% used in any one subnet?
— Can different subnet sizes be used?
— More than 80% used for previous
assignment?
« Stockpiling
—Is all address space held declared on form?
— Has organisation obtained address space
from more than one member/ISP?
* Registration
— Is previous assignment in APNIC database
and are they correct and up to date?

Asia Pacific Network Information Centre

@ APNIC

2nd Qpinion Evaluation

* APNIC & Member evaluation
— Should be the same

« If NO, APNIC will ask member to obtain more
information
— iterative process

« If YES, APNIC approves 2nd opinion request

1/29/10
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2nd Opinion Request Approval

Dear XXXXXXX,

APNIC has approved your "second opinion" request to make
the following assignment:

[netname]

[add

/prefixl

Please ensure that you update the APNIC whois database
to register this assi t bef infe ing your
customer or requesting reverse DNS delegation. Do this
using the form at:

U http://www.apnic.net/apnic-bin/inetnum.pl

z

z Important:
(@ Unregistered assignments are considered as "unused"
: | Customer Assignment

¢ | « Member updates internal records

B — Select address range to be assigned

* — Archive original documents sent to APNIC

Zri — Update APNIC database

2| « Clarify status of address space

2 — APNIC requirement is ‘Non portable’

— ‘Portable’ assignments are made by APNIC only with
the end-user request form

v « Organisation must have technical requirement

F

<

7
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Questions?

1/29/10
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies
— IP address request (Demo)
— Second opinion request

—IPv6 Policy and Procedure
— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk

1/29/10

v
4
o
<
%
IPv6 Address Management
;| Hierarchy
E ——
: I
z
< I
:
I
<
7
:| IPv6 Address Policy Goals
2| - Efficient address usage
f, — Avoid wasteful practices
s | * Aggregation
£ — Hierarchical distribution
“ — Aggregation of routing information
< — Limiting number of routing entries advertised
o | ¢ Minimise overhead
z — Associated with obtaining address space
o
<
/| « Registration, Uniqueness, Fairness & consistency

20
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IPv6 Initial Allocation

» To qualify for an initial allocation of IPv6 addres
space, an organization must:

— 1. Not be an end site (must provide downstream
services)

— 2. Plan to provide IPv6 connectivity to organizations
to which it will make assignments, by advertising that
connectivity through its single aggregated address
allocation

— 3. Meet one of the two following criteria:

+ Have a plan for making at least 200 assignments to other organizations
within two years OR
+ Be an existing ISP with IPv4 allocations from an APNIC or an NIR, which

will make IPv6 assignments or sub-allocations to other organizations and
announce the allocation in the inter-domain routing system within two years

Asia Pacific Network Information Centre
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IPv6 Initial Allocation

+ Private networks (those not connected to
the public Internet) may also be eligible
for an IPv6 address space allocation
provided they meet equivalent criteria to
those listed above.

« Initial allocation size is /32
— Default allocation (“slow start”)

Asia Pacific Network Information Centre

@ APNIC

IPv6 Initial Allocation

« Initial allocations larger than /32 may be
justified if:

— 1. The organization provides comprehensive
documentation of planned IPv6 infrastructure
which would require a larger allocation; or

— 2. The organization provides comprehensive
documentation of all of the following:

« its existing IPv4 infrastructure and customer base,

« its intention to provide its existing IPv4 services
via IPv6, and

« its intention to move some of its existing IPv4
customers to IPv6 within two years.

1/29/10
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End Site Assignment Polic

IPv6
* Any size longer than /48
— Decision is up to ISPs or ISPs
« Implication: any size between /64 - /48
— Global coordination is required
— Assuming the HD ratio changes to a larger
value

 HD ratio measurement unit: /48 => /56
— Implication: Register all assignments shorter than /567

* HD ratio: 0.8 => 0.94

1/29/10
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Subsequent Allocation

* Must meet HD = 0.94 utilisation requirement of
previous allocation (subject to change)
 Other criteria to be met
— Correct registrations (all /48s registered)
— Correct assignment practices etc
» Subsequent allocation results in a doubling of
the address space allocated to it
— Resulting in total IPv6 prefix is 1 bit shorter
— Or sufficient for 2 years requirement

Asia Pacific Network Information Centre

@ APNIC

IPv6 Utilisation

« Utilisation determined from end site
assignments
— ISP responsible for registration of all /48 assignments
— Intermediate allocation hierarchy not considered

« Utilisation of IPv6 address space is measured
differently from IPv4

— Use HD ratio to measure

» Subsequent allocation may be requested when
IPv6 utilisation requirement is met

22
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IPv6 Assignment and Utilisati

Requirement

« IPv6 assignment and utilisation requirement policy
— HD ratio: 0.94
— Measurement unit: /56

* The HD ratio threshold is
— HD=log(/56 units assigned) / log (16,777,216)
— 0.94 = 6,183,533 x /56 units

« Calculation of the HD ratio
— Convert the assignment size into equivalent /56 units
+ Each /48 end site = 256 x /56 units
+ Each /52 end site = 16 x /56 units
+ Each /56 end site = 1 x /56 units
«+ Each /60 end site = 1/16 x /56 units
« Each /64 end site = 1/256 x /56 units

Asia Pacific Network Information Centre
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IPv6 Utilisation (HD = 0.94)

.

Percentage utilisation calculation

RFC 3194
“In a hierarchical address plan, as the size of the allocation increases, the density of
assignments will decrease.”

Asia Pacific Network Information Centre
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~

IXP IPv6 Assignment Policy

* Criteria
— Demonstrate ‘open peering policy’
— 3 or more peers

+ Portable assignment size: /48
— All other needs should be met through normal
processes
— /64 holders can “upgrade” to /48
» Through NIRs/ APNIC
* Need to return /64

1/29/10
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7

IPv6 Portable Assignment for
Multi-homing

» The current policy allows for IPv6 portable
assignment to end-sites

— Size: /48, or a shorter prefix if the end site can justify
it

— To be multihomed within 3 months

— Assignment from a specified block separately from
portable allocations address space

Asia Pacific Network Information Centre
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>

How do | Apply for IPv6 Addresses?

Check your eligibility for IPv6 addresses |

Read IPY6 policies
e apni ddress-p

Read IPV6 guideline
p: apni icati ia-library/corporate-

¥
Do you have an APNIC account?

If not, become an APNIC member or open a non-member account

Complete an IPv6 address request form |

’) Submit the form hostmaster@apnic.net |

Questions:
email: helpdesk@apnic.net
Helpdesk chat: http://www.apnic.net/helpdesk

Asia Pacific Network Information Centre
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7

APNIC IPv6 Delegation by Econo

1Pv6 Number of IPv6/32s

83425 526513

l l l , W‘ﬂ-'ﬂ-%’ﬂ-%‘ﬂ-‘ﬁ-%‘%—&—

000

s owm oW Mooomow o

No of delegations (/35, /32) e as o 26052008
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Questions?
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies
— IP address request (Demo)
— Second opinion request
— IPv6 Policy and Procedure

—MyAPNIC (Demo)
— Reverse DNS
- APNIC Helpdesk
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Overview

 Access to MyAPNIC
« Digital certificate issue and renewal
* Manage your membership

* Manage your resource

25
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Actessing MyAPNIC

MyAPNIC

+ Corporate contacts can long in MyAPNIC
immediately after confirming registration in
an email sent by MyAPNIC

» Non corporate contacts to register for
MyAPNIC access and approved by the

1/29/10

v corporate contacts.

Z

<

@

: | APNIC Digital Certificate

S| MyAPNIC

f « Certificate issue and renewal are via MyAPNIC (ie
* request and download)

£ « Corporate contacts have certificate pre-approval
< « Non-corporate contact certificate requests can be

approved by the Corporate contact

Y

E — the certificate is ready after login

<
7

: | Certificate Renew

;g » Automated, renewal request is not required
¢ | < New certificates are ready for download 30
£ days prior to expiry date

“| '« Email notification sent to contacts

Y

z

o

<
@
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Access without certificate

Accounts [APNICAP =] [1yPrfie | Logout

MyAPNIC
e R g W 0
Home
Welcome to MyAPNIC
Hello Mario! Useful ks
yprote What can I do? e
+ View ond pdte yout resource fermaton for T, 6, AS nmbers, Wheis updates cnd " 1000 oRate
Membership details « View your Member datas and Contact dtas. You may also rackyour 3iling history Posbess
JU— Use the Training section to view treining and events history (e
o sy Use the APNIC loaking lassor generate a prfix report
small News e
12:10-2009 APHICEC Cal for Conments J——
(CEC Gl o Comments e
o 08102009 . v
Getyour it non « More neus. PN Helpdesk Chat
Online
Clckhora
o

A0 | Fesack
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>

Downloading Certificates

N Account: [APNIGAP =] 1o | Logeu

MyAPNIC

Administration  Training  Tooks

. 8no File download )
Mario's Certificates =
(5 hip Ittt apnc et docs profects Avare MVAPNI L |
o aterh o s e Donina- Sy Wornrg NN

You can now sart using your APNIC certficate. APNIC cerificates exgir in

ik here for mere iformaton on how 10 use APNIC certiicates. o you wa 10 open or save ths fe?
Nore: cacer
# Tipe: Securty Certicate, 117KB

Fom: nagios comane du

Rewnprors] ||
Vet e o e e

e Hacome doe

e e i s
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Access with Certificate

D Accounts [JPNICIP =] |y profie [ Log ot

MyAPNIC
[T Y Resowces Adminstration Trining Toos
Welcome to MyAPNIC
Helo Mario! Usefulinks
My o What can I do? My st
+ View end updote your resource formation for i, 6, AS numbers, ihos updo o ot e aReute
Membership detads . Resnurce crvicaion

Member detail and Contact detas. You may also track your Biling history
T aiing and events history
or generate a prefx report

Accunt: IIC-3P Reverse DNS roubieshooting

Epry: 2010-06-30 ere

Ter: extra targe rage
12102009 ACEC CallforCommers st e
APNIC Digital Certiicate 08-10-2005 IntnetPavion oty Ineme s g the I Tekcom Workd cnfrence
Get your ctate + More news. APNIC Helpdesk Cht
Online
2 Roquesta carh Cid b
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MyAPNIC Registration

MyAPNIC

Registration

Your details

ek ] e

i ik tigam

o

¢ Network Information Centre

Asia Pac

@ APNIC

>

MyAPNIC Registration

MyAPNIC

MAPNIC Regite
Registration
Your registration

Success

You have successfull registered for MYAPNICTEST-AP

Yof authorization code s S1HOLGOX

PleaSE provide your SuEGEABGR €536 to one of your corporate contact(s) below fo approval
o access MyAPNIC:

« George kuo
o Tomh
* George
o test person

You vill eceive an email confirming your regitration.

Your corporate contact(s) wil receive an emil informing them of your request for approvalto
access MyAPNIC

- Login

Asia Pacific Network Information Centre

@ APNIC

7

MyAPNIC Registration

(George [APNICTRATNING-AU] | Cotacs and Usrs | My Prie | Log st

MyAPNIC

Wome  Voting _ Resources [EPRME g 700

Member etals  Contactdetals  Regstatonit  ilng stoyy Al fee calcutor Conespondence
Registrations

Pending registration requests

Date (uTC) Username  Email address Authorizationcode _ Approve egistration _ Rejct egitration
wivoror o Approve Refea
200512225 age vvekppicost Approve Rejeat
PRI e —— Approve Reject
DI TexTane g Approve Reject

Approved registration requests

2001120055055 oppytest

20090411 022714

1/29/10
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Manage your membership

N George [APNICTRAINING-AU) |G

MyAPNIC

Cotactdetals | Regitraton st | Biling hstary | Corespondence

Asia Pacific Network Information Centre

 APNIC

r

Contact Management

Warning: Deleing a contact person il disable thal person's access to WYAPNIC for this membership 1 the person previousy has access to MyAPNIC)

Approve user registration
Pending requests: There are pending WYAPNIC user regisrations. Flease cick on the lnk below t approve the request.

« Approve user regisraton

Registered member contacts.

RafseiSartagy | rats@mycesiny e B Dato =]
Loy birador foey_ m@mydesin w w Doiss | _Approve

Dorsid Tin @ in@mydostny m @ sl  Amoe]
sosyExample | josy@enampiecor 1 ey v ® B beee|  Apoe|
esing2 h@spnicnet 1 ez 0 m peee| Aol
Micky Mausa a@nskoynet 1 0 m peee| o]

Add new contact person

Asia Pacific Network Information Centre
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Annual fee calculator

Member details | Contact details | Biling

ing _Tools

Annual membership fee calculator

1/29/10

29



Q APNIC

Asia Pacific Network Information Centre

Manage your resource

(?\\ Shalk AWCC AT | antacs rd s [y rfe o0 ut

MyAPNIC

Pvi Bv  ASN  Whoswdates | Cetficaton | Manmamers  Corespondance

Resource management

Internet resources

Resource request forms

Request more:

1/29/10
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Just one click...

T - I

Jome / Resource management | One-Clek v

One-Click IPvé

+ Bosed an yourGurent s okding, you re gl for /32 16 allaceo
S s llocason il ot afct your aanual mambershp e

Pleesa cick Confn’ bt

0 cespt s alocston,

Asia Pacific Network Information Centre

 APNIC

And you have your IPv6!

6\\ Stk [AVCCAF) ot s My P L st

MAPNIC S |

Pw P | S N T S —

Home  Resource

One-Click IPv6

1/ One-Cick s

You havebeen delegatc
TPve: 2404:3400::/32

2 o 5 st = sakmetsigiobe.com

Whotsdetals:
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IPv4 Resources

N Ve [APNICTRAINING.AUY |y Pl | Lo ot
MyAPNIC B
Home [CTSNOP  Administration  Training  Tools
vi ] W6 AN Whosupdates  Mamaners Comespondence

IPv4 resources

[ oovniond a5 217

Asia Pacific Network Information Centre

Q APNIC

>

IPv6 Resources

(>\\ Vivek [APNICTRATNING-AU] | My Profe | Log o
MyAPNIC o
[ ome [ saministation Trining _ Tools
™ AN s uptees  vamonars Comespondorce

ot/ 10v6

Bk reverse delegations | Add pul 'Ada private assignment) | Request more 1Pv6 addresses

Asia Pacific Network Information Centre
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AS number Resources

Y Vivek [APNICTRAINING-AU] | My rfle | Log out

MyAPNIC e

Administration  Training  Tools

Whois pdates | Maintainers  Corespondence

1/29/10
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AS number Resources

Pacific Network Information

Asia

Q APNIC

Useful tools

D

MyAPNIC

Tools
APNIC looking glass
®
uuuuuuuuuuuuuuu 2]
oo ]

Network Information Centre

sia Pacific

A

 APNIC

Questions?

1/29/10
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Overview

* IRMe
— Introduction to APNIC
— APNIC policy development process
— Internet registry policies
— IP address request (Demo)
— Second opinion request
— IPv6 Policy and Procedure
— MyAPNIC (Demo)

—Reverse DNS
- APNIC Helpdesk

1/29/10
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Reverse DNS - why bother?

» Service denial

» That only allow access when fully reverse
delegated eg. anonymous ftp

» Diagnostics
« Assisting in trace routes etc
» Spam identification

» Registration
» Responsibility as a member and Local IR

Asia Pacific Network Information Centre

@ APNIC

APNIC & Member responsibilities

* APNIC
— Manage reverse delegations of address bloc
distributed by APNIC
— Process members requests for reverse
delegations of network allocations
* Members
— Be familiar with APNIC procedures
— Ensure that addresses are reverse-mapped

— Maintain nameservers for allocations
* Minimise pollution of DNS
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Principles — DNS tree

- Mapping numbers to names - ‘reverse DNS’

Root DNS

e

@ RIR 2o|3 >0 211..
Cet D

ISP

Customer o 22.64.202 .in-addr .arpa

Asia Pacific Network Information Centre
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Reverse delegation requirements

+ /24 Delegations
» Address blocks should be assigned/allocated
* At least two name servers
» Can ask APNIC to be the secondary zone
+ /16 Delegations
» Same as /24 delegations
* APNIC delegates entire zone to member
* Recommend APNIC secondary zone
* < /24 Delegations
* Read “classless in-addr.arpa delegation” 2%

1/29/10
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A reverse zone example

$ORIGIN 1.168.192.in-addr.arpa.
@ 3600 IN SOA test.company.org. (

sys\.admin.company.org.
2002021301 ; serial

1h ; refresh
30M ; retry

iw ; expiry
3600 ) ; neg.

answ. ttl

NS ns.company.org.
NS ns2.company.org.

1 PTR gw.company.org.
router.company.org.

2 PTR ns.company.org.
;jauto generate: 65 PTR host65.company.org
GENERATE 65-127 PTR host$.company.org.
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Example ‘domain’ object

domain: 124.54.202.in-addr.arpa
descr: co-located server at mumbai
country: PK

admin-c: VT43-AP

tech-c: IA15-AP

zone-c: IA15-AP

nserver: dns.isp.net.pk

nserver: giasbm01.isp.net.pk
mnt-by: MAINT-PK-isp

changed: gps@isp.net.pk 20010612
source: APNIC

Pacific Network Information

Asia

: © APNIC

Adding Domain Object to WHOIS

+ Using My APNIC (Instant)

+ Sending Domain object template to
APNIC Helpdesk (1 working day)

+ Name servers must be configured before
submitting request

Pacific Network Information C

Asia

@ APNIC

Delegation procedures
— request form
+ Complete the documentation
« ftp://ftp.apnic.net/apnic/docs/reverse-dns
* On-line form interface
— Real time feedback

— Gives errors, warnings in zone configuration

« serial number of zone consistent across
nameservers

» nameservers listed in zone consistent
— Uses database ‘domain’ object
» examples of form to follow..

1/29/10
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Evaluation

Parser checks for
— ‘whois’ database

« IP address range is assigned or allocated

* Must be in APNIC database
— Maintainer object

» Mandatory field of domain object
— Nic-handles

« zone-c, tech-c, admin-c

1/29/10
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Questions?

Asia Pacific Network Information Centre

@ APNIC

Overview

IRMe

— Introduction to APNIC

— APNIC policy development process
— Internet registry policies

— IP address request (Demo)

— Second opinion request

— IPv6 Policy and Procedure

— MyAPNIC (Demo)

— Reverse DNS

- APNIC Helpdesk
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Q APNIC

Member Services Helpdesk q
-One point of contact for all member enquiries "
-Online chat services I

Helpdesk hours
9:00 am - 7:00 pm (AU EST, UTC + 10 hrs)

ph: +61 7 3858 3188 fax: 617 3858 3199

Asia Pacific Network Information Centre

« More personalised service

— Range of languages:
Cantonese, Filipino, Mandarin, Thai, Viethamese etc.

* Faster response and resolution of queries
« IP resource applications, status of requests, obtaining help
in completing application forms, membership enquiries,
billing issues & database enquiries

>

Q APNIC

APNIC Helpdesk Chat
Qe e

APNIC

Community

Services

. APNIC Helpdesk Chat
Online
09:00 to 19:00 (UTC+10 hours) Sidhes

&, phone
4617 3858 188

Asia Pacific Network Information Centre

8583199

@ Email

@ Mult language helpdesk
Helpdesi » helpdesk@apnic.et

Note Please send all requestsfo resources to Hostmaster with your APNIC

7

 APNIC

ICONS

800 e CONS Wi cONS

AL

Asia Pacific Network Information Centre
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Questions?

1/29/10

ormation Centre

Asia Pacific Network Inf.
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Training Survey

* http://www.tiny.cc/apnictrainingsurvey

Network Information Centre

sia Pacific

A

 APNIC

Thank you!
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