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bdCERT : Mission Statement

Always Trusted Contact, Increase Computer and Network Security for
Bangladesh Internet and Intranet Users, Knowledge Sharing with other
CERTs & Related Organization.
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bdCERT : Function

* Point of contact for reporting local problems.

o Share information and lessons learned from other CERTs, response
teams, organizations and sites.

e |ncident tracing & response.
* Organize training, research and development.
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bdCERT : Activities

http://www.bdcert.org/v2/incident-report/

- Incident Handling
Incident Report

. Note: bdCERT is an independent nonprofit organization. As such, we may not be able to
o El I I al ‘ respond to your query if a nature of the query is perceived to benefit a specific individual,
group, or organization.

Incident Reporting > Online

® S M S Name (Required)

Email (Required)
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Incident (Required)

e Web Form

Send email

SANOG XXV @ b 4 SERT
01-09 August, 2014 gg,adm Computer
Delhi, India Emergency Response Team


http://www.bdcert.org/v2/incident-report/

bdCERT : Activities

* “Internet Traffic Monitoring Data Visualization Project” with JPCERT/CC (Japan Computer
Emergency Response Team / Coordination Center) named “TSUBAME".

* Collaboration with Team Cymru.
* Participate in APCERT, OIC-CERT Cyber Security Drill

 bdCERT actively participated in drafting the first National Cyber Security Strategy endorsed by
Access to Information (a2i), PMO. The strategy was drafted by a special committee under the
supervision of Controller of Certificate Authorities, Ministry of IC

« Participate in 2013 APISC Security Training Course (TRANSITS-I)

 MoU with CNCERT for “CNCERT International Co-Operation Partner’
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bdCERT : ASN Portal

& C M [ www.bdcert.org/asnportal/admin/login.php 7 w & =

Il 17471-CYBERNET-BD-AS Grameen Cybem...
Il 23688-LINK3-TECH-AS-BD-AP Link3 Techn...

[ 23923-AGNI-AS Agni Systems Limited
B 23956-DHAKACOM-BD-AS Dhakacom Ltd....
10.4% Il 23991-RANKS-AS-BD Ranks ITT Ltd.
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ASN ASN 400 .

“a»

1 24389 GRAMEENPHONE-AS-AP GrameenPhone Ltd.
2 45951 AUGERE-AS-AP Augere Wireless Broadband Bangladesh Limited
3 23923 AGNI-AS Agni Systems Limited
4 23688 LINK3-TECH-AS-BD-AP Link3 Technologies Ltd. 300
5 38721 PBTL-BD-AS-AP Pacific Bangladesh Telecom Limited.
6 38031 OPTIMAX-BD-AS-AP OptiMax Communication Ltd.
7 45904 BANGLALION-WIMAX-BD Silver Tower (16 & 18th Floor)
8 45245 BANGLALINK-AS banglalink an Orascom Telecom Company, providing GSM Telecom 2m
9 24342 BRAC-BDMAIL-AS-BD BRAC BDMail Network Ltd.
10 23956 DHAKACOM-BD-AS Dhakacom Ltd.AS for local peering and transit.Dhaka Tf
11 24432 TMIB-BD-AS-AP TM International Bangladesh Ltd.Internet service Provider,Gulshan-1,
12 24122 BDCOM-BD-AS-AP BDCOM Online Limited
13 17471 CYBERNET-BD-AS Grameen Cybernet Ltd. Bangladesh. AS for local peering and tran: 1m
14 24323 AAMRA-NETWORKS-AS-AP aamra networks limited,
16 QR ISN-AS.AP IQN Internat QSarvicre Pravider
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bdCETR : Future Plan

* [ntroduce New services.

* Consulting & Awareness Programs.

 New collaborations.

o Security Workshop for Government and Academics.

 FIRST Membership
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Bangladesh Cyber Incident

Trenas 2013



Bangladesh Cyber Security Incidents

bots 200000
bruteforce

ddosreport

malwareurl 150000
openresolvers

phishing

Proxy 100000
routers

scanners

Spam 50000

.
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Bangladesh Cyber Security Incidents

* Hacktivism takes center stage.
* Phishing / Site Defacements are more common.

 (Government sites (.gov.bd domain) are mainly targeted; mostly run on
outdated Joomla engine/plugins.

 DDoS attack are increasing. Mostly target online banking web portal.

* |[ncrease of Facebook incident reporting.
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Phishing Attack
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Open Bkash Account Online

Your Mobile Number :

Upload Your Photo :

Upload National ID front side:

Upload National ID back side:

| Example : 01764814599
Your mobile number that you want to register as a bkash account.

| Choose File | No file chosen Click to see example
Upload your passport size photo, face need clear.

| Choose File | No file chosen Click to see example
Upload your national id scan copy (front side), need clear.

| Choose File | No file chosen Click to see example
Upload your national id scan copy (back side), need clear.
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) bkash.bdnews9.com/contact.php
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Email address

Phone number

Subject

Message

You Can Register Bkash accounr from online... Fill the form and upload your documents... Need help - CLICK HERE TO CONTACT US
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Site Defacement

i itedm --...

gc.gov.bd/ C -

MHU HaCkeD By
Sil3nt hack3r

A

i BAGALDESH NAME IS OFFICALLY Cli

BAGAL-D-SHI

COZ AT BAY OF BAGAL, THESE PEOP

I'he intemational media groups have been unfair to Myanmar and to the K
Rohingya attack.

It 1s obvious that the Rohingyas are the attackers.

Why would the majority Rakkhine leave their homes, and get their prog

were the attackers?

Bangaldshit Government sites are fucked by Myanmar Hackers.

HACKED BY BLINK HACKER GROUP
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