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Brief Overview of
the DNS




The World’s Network - the Domain Name System

+ Internet Protocol numbers are unique addresses
that allow computers to find one another

+ The Domain Name System matches IP humbers
with a name

+ DNS is the underpinning of unified Internet

+ DNS keeps Internet secure, stable and
interoperable

+ ICANN was formed in 1998 to coordinate DNS




What is the Domain Name System?

A distributed database primarily used to obtain the

IP address, a number, e.g.,
192.168.23.1 or fe80::226:bbff:fel11:5b32

that is associated with a

user-friendly name (www.example.com)

Why do we need a DNS?

It’s hard to remember lots of four decimal numbers
and it’s impossibly hard to remember hexadecimal ones
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What is a domain?

e Adomainis a nodein the Internet name space
— A domain includes all its descendants

 Domains have names

— Top-level domain (TLD) names are generic or country-specific
— TLD registries administer domains in the top-level
— TLD registries delegate labels beneath their top level delegation

org gov com - AF Z\W
— — 1
icann ncfta irs ftc google msn co
— —
WWW SSacC google
Names in generic Top Level Domains Names in country-code TLDs
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L-Root

+Geographical diversity via Anycast
+Around 160 dedicated servers

+Presence on every continent

+0n normal basis 15 ~ 25 kqps

+That is app 2 billion DNS queries a day
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What is the New gTLD Program?

largest-ever expansion
of the domain name system

Internationalized Domain
Names and non Latin-based
characters

Managed by ICANN =
multistakeholder input

global restructuring

innovation

security and
stability




Domain name registration 101

How to register a domain:
* Choose a string e.g., example

Isit it - Visit a registrar to check string
L gvalabie? ovaiabe?” availability in a TLD
*Hi, Registrar. — Too Level .
ot op - Pay a fee to register the name
domain name.” “yq s’ 'Va.k's m * Submit registration information
available. ' . Reglstrar and registries manage:
—_— — “string” + TLD

Ms?;;ndm \ (managed in registry DB)
— Contacts, DNS

managed in Whois)

— DNS, status
Domain Reaisraion Doty 20000t (managed in Whois DBs)

— Payment information
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Operational elements of the DNS

 Authoritative Name Servers host zone data
— The set of “DNS data” that the registrant publishes

* Recursive Name Resolvers (“resolvers”)
— Systems that find answers to queries for DNS data

e Caching resolvers

— Recursive resolvers that not only find answers but also
store answers locally for “TTL” period of time

e Client or “stub” resolvers

— Software in applications, mobile apps or operating
systems that query the DNS and process responses
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Domain name “directory assistance”

How does a resolver find the IP address of ICANN.ORG?
* Resolvers find answers by asking questions iteratively

m.root-servers.net Here’ s a list of ORG
TLD name servers.
Ask one of these.

Ask root name servers for
IPv6 address of ICANN.ORG

ICANN name

Ask a0.org.afilias-nst.info Servers.
for IPv6 address of Ask one of these.
dns1.icann.org ICANN.ORG

The IPv6 adddress

_ of www.icann.org
Ask ns.icann.org for 2001:500:88:200::7

for IPv6 address of
ICANN.ORG
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DNS Resource Records (RR)

» Unit of data in the Domain Name System
» Define attributes for a domain name

Label TTL Class Type Data
WWW 3600 IN A 192.168.0.1

* Most common types of RR
o A
o AAAA
- NS
- SOA
o MX
- CNAME
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DNS Resource Record Sets

* Multiple RR with same LABEL and TYPE are
grouped into Resource Record Sets (RRsets)

WWW A 192.168.0.1
WWW A 192.168.10.10
mail MX 5 serverl.zone.
mail MX 5 serverl.zone.

server2 A 10.20.30.40

serverl AAAA 2001:123:456::1
server?2 AAAA 2001:123:456::72

} RRset

RRset

RRset

RRset
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What is a DNS zone data?

$TTL 86400 ; 24 hours could have been written as 24h or 1d

* DNS zone data are hosted at SoRICIN example.com. o o T vale
. . @ 1D IN SsOA nsl.examplt.a.com: hostmaster.example.com. (
an authoritative name server 3 ; refresn
15 ; ret;y
e Each “cut” has zone data 3§ minimn
(root, TLD, delegations) IN NS nez.emokeyjee.com. | NS external te domain
IN MX 10 mail.another.com. ; external mail provider
o DNS Zones Conta|n resource ; Sender policy framework with hard fail
; Use A and MX resource records for verification and google too
r€COI'dS that descrlbe {axample.com. IN TXT "v=spfl a mx include:google.com -all"
o : server host definitions
name Servers’ r'il IN A 192.168.0.1 ;name server definition
WWW IN A 192.168.0.2 ;web server definition
¢ |P addresses, : web and ftp server on same address
° HOStS’ %tp | IN CNAME www.%xample.com. ;ftp server definition
; endpoint or non server domain hosts
* Services siestaprop In 2 Ldes.os
e Cryptographic Only US ASCII-7 letters, digits, and hyphens
keys & signatures... can be used as zone data.

In a zone, IDNs strings begin with XN--
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Common DNS Resource Records

STTL 86400 ; 24 hours could have been written as 24h or 1d

; STTL used for all RRs without explicit TTL value Time to |ive (TTL)

$ORIGIN example.com.
¢ 1D IN SOA nsl.example.com. hostmaster.example.com. (

530?022201 ; serial  How Iong RRs are accurate
15 ; retry Start of Authority (SOA) RR
y 7 « Source: zone created here
IN NS nsl.example.com. ; NS in the domain bailiwick .. y .
N o mhkeecon X0 seenel o sme, © Administrator's email
; Sender policy framework with hard fail ° ReVISIon number Of Zone flle
; Use A and MX resource records for verification and google too
- Name Server (NS)

example.com. IN TXT "v=spfl a mx include:google.com ~all"

; server host definitions * IN (Internet)

mo @y migen e sse o Name of authoritative server
: web and ftp server on same address Mall Server (MX)

%tp IN CNAME www.example.com. ;ftp server definition ¢ IN (Internet)

é endpoint or non server domain hosts ) Name Of ma,l Server

freasiped IN A 192.168.0.4 Sender Policy Framework (TXT)

 Authorized mail senders




Common DNS Resource Records

Name server address record

STTL 86400 ; 24 hours could have been written as 24h or 1d

; S$TTL used for all RRs without explicit TTL value L NS1 (name Server name)
$ORIGIN example.com.
¢ 1D IN SOA nsl.example.com. hostmaster.example.com. ( ° ( )

2002022401 ; serial IN Internet

3? | ecry | « A(IPv4) *AAAA s IPv6

h ; minimn  [IPv4 address (192.168.0.1)
IN N5 nez.emokeyjoe.com. | N excernal vo domain + VWeb server address record
IN MX 10 mail.another.com. ; external mail provider .

; . . . www (world wide web)

; Sender policy framework with hard fail

E Use A and MX resource records for verification and google too ° IN (Internet)

example.com. IN TXT "v=spfl a mx include:google.com ~-all" o * .

; server host definitions A (IPV4) AAAA IS IPV6

' IPv4 address (192.168.0.2)

File server address record

« FTP (file transfer protocol)

nsl IN A 192.168.0.1 ;name server definition
wWWwW IN A 192.168.0.2 ;sweb server definition

r
; web and ftp server on same address

étp IN CNAME www.example.com. ;ftp server definition

; endpoint or non server domain hosts * IN (Internet)

nikeslaptop 1IN A 192.168.0.3 « CNAME means “same address
fredsipad IN A 192.168.0.4

spaces and numbers as www”
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Places where DNS data lives

Changes do not propagate
instantly

Might take up to ‘refresh’ j—

1

to get data from master -

Upload of zone
data is local polic

1
1

1

-

Registry DB

Master

Ea—

Slave

Not going to net if TTL>0

7 Cache server

h Slave server -«



Registration Data Directory Services

Whois

Databases containing records of registrations
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* Domain Whois * Address Whois
— Sponsoring Registrar — Regional Internet Registry
— Domain Name Servers — |IPv4/v6 address allocation
— Domain Status — ASN allocation
— Creation/Expiry dates — Creation/Expiry dates
— Point of Contact — Point of Contact
— DNSSEC data
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Questions?




