LAB :: PGP (Pretty Good Privacy)

GnuPG : GnuPG forms the heart of Gpg4win — the actual encryption software.
Kleopatra : The central certificate administration of Gpg4win, which ensures uniform user navigation for
all cryptographic operations.

Download Gpg4win (GNU Privacy Guard for Windows) from https://www.gpg4win.org/index.html

Install GhuPG & Related application

The installation assistant will start and ask you for the language to be used with the installation process:

Installer Language @

Please choose a language for the setup,
Bitte de Sprache des
Installations-Yorgangs angeben.

.

I OK l [ Cancel ]

Confirm your language selection with [ OK ]
Afterwards you will see this welcome dialog:

® Gpgdwin Setup EI C. gl

GPG\\4WIN Welcome to the installation of
Gpgdwin

Gpgéwin is a nstaler package for Windows for EMad and file

encryption using the core componenent GnuPG for Windows.
Both relevant cryptography standards are supported,
Close all programs that are running on your computer and clickon [ Next ]

OpenPGP and S/MIME, Gpgéwin and the software nchuded
with Gpgéwin are Free Software

Chck Next to continue.

This is Gpgdwan version 2.0.4
fibe vergion 2.0.4.14%4

redesse date 2010-07-28

[ net> | [ concel |

The next page displays the licensing agreement — it is only important if you wish to modify or forward
Gpg4win. If you only want to use the software, you can do this right away — without reading the license.


https://www.gpg4win.org/index.html

¥ Gpgdwin Setup

‘ License Agieement
X \ @ This software is kcensed under the terms of the GNU General

Publc License (GPL).

Press Page Down to see the rest of the agreement,

GNU GENERAL PUBLIC LICENSE A
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

S1 Frankiin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and dstribute verbatim copies
of this icense document, but changing & s not allowed.,

Preamble

_The icenses for most software are designed to take sway your v

In short: You are slowed to run this software for any purpose. You may distribute & as ng
as you give the recipients the same rights you have received.

[ < Back ][ Next > ][ Cancel ]

Clickon [ Next ]

On the page that contains the selection of components you can decide which programs you want to
install. A default selection has already been made for you. Yo can also install individual components at a
later time. Moving your mouse cursor over a component will display a brief description. Another useful
feature is the display of required hard drive space for all selected components.

¥ Gpgdwin Setup (=
‘ Choose Components
: \ @ Choose which features of Gpgéwin you want to instal.

Check the components you want to instal and uncheck the components you don't want to
instal. Chck Next to continue,

Select components to install: Description
[v] Klecpatra

V] era

[v] GpgoL

[¥] GpgEX

7] Claws-mal

[¥] Gpgiwin Koempendium (pd

[¥] Novice Manual (pdf, Engle

< >

Space required: 100.4M8

[ < Back ][ Next > ][ Cancel ]

Clickon [ Next ]

The system will suggest a folder for the installation, e.g.: C:\\Programme\GNU\GnuPG You can accept
the suggestion or select a different folder for installing Gpg4win.



® Gpgawin Setup

‘ \ Choose Install Location

Choose the folder in which to install Gpgdwin.

Setup will instal Gpgdwin In the following folder. To instal in a dfferent folder, chck Browse
and select another folder. Chick Next to continue.

Space required: 100.4MB
Space avalable: 549.4M8

Thenclickon [ Next ]

Now you can decide which links should be installed — the system will automatically create a link with the
start menu. You can change this link later on using the Windows dashboard settings.

® Gpgdwin Setup

‘ Install Options
\ \@ St s

Please select where Gpgéwin shall nstal inks:

[v] Start Menu
[[Joesktop
[T Quick Launch Bar

(Only prograens will be linked into the quick launch bar.)

[ <Back || net> | [ caxel |

Thenclickon [ Next ]

If you have selected the default setting — link with start menu — you can define the name of this start
menu on the next page or simply accept the name.



¥ Gpgdwin Setup

\©

Select the Start Menu folder in which you would like to create the program’s shortauts, You
can also enter a name to create a new folder,

Epgéwin

Accessories
Admirestrative Tools
Cygwn

Cygwin-X

FileZila Chertt
Games

GPGshed

Microsoft Office
Mozlla Firefox
Kartup

Symantec Chent Security
VWware

Choose Start Menu Folder
Choose a Start Menu folder for the Gpgdwin shortous,

[

<Bsck || Instal

| [ concel

]

Thenclickon [ Install ]

During the installation process that follows, you will see a progress bar and information on which file is

currently being installed. You can press

¥ Gpgdwin Setup

\©

Extract: Heopatra.exe... 100%

Installing
Please wat while Gpgdwin is being instaled.

[ Show details ]

at any time to show the installation log.

[uununnununnnuun-nnunununnuuu-nunununn

Once you have completed the installation, please click on

The last page of the installation process is shown once the i
completed:

[ Next ]

nstallation has been successfully



¥ Gpgdwin Setup E|

GPG\\‘MN Completing the Gpg4win Setup
Wizard

Gpgdwin has been installed on your computer.

Click Finish to close this wzard,
Show the README file
| ————

Chick here for the project’s homepage

You have the option of displaying the README file, which contains important information on the
Gpg4win version you have just installed. If you do not wish to view this file, deactivate this option. Then
clickon [ Finish ]

In some cases you may have to restart Windows. In this case, you will see the following page:

* Gpgdwin Setup [;

GPG\\‘WIN Completing the Gpg4win Setup
Wizard

Your computer must be restarted in order to complete the
installation of Gpgéwin. Do you want to reboot now?

® rReboot now
‘ O 1 want to manualy reboot later
| ———

Now you can decide whether Windows should be restarted immediately or manually at a later time.
Clickon [ Finish ]

And that’s it!
You have successfully installed Gpg4win and are ready to work with the program.

Create Certificate

Open Kleopatra using the Windows start menu:



O Guet
BB Adcbe meader 9

You will see the main Kleopatra screen — the certificate administration:

File View Cenficates Tools Settngs Window Help

- ' [ & W s
reat Cettoates - « Nodugley  1op Cpers Lockp Corttcates on Server
rea My Corttcates v
9| My Coticates  Trusted Cenicates | Other Contiicates bl
Nawa - £-Mad Viakd From Vahd Unti Doty Fgeepont

At the beginning, this overview will be empty, since you have not created or imported any certificates
yet.

Clickon File-»New Certificate .

In the following dialog you select the format for the certificate. You can choose from the following:
OpenPGP (PGP/MIME) or X.509 (S/MIME).

@ Certificate Creation Wizard

Choose Certificate Format
Please choose which type of centificate you want to create

O Create a personal OpenPGP key pait
OpenPGP key pairs are created locally, and certified by your friends and
acquaintances. There is no central certification authority, instead, every
individual creates a personal Web Of Trust by certifying other user's key pairs
with his own certificate

O Create a personal X.509 key pair and certification request
X509 key pairs are created locally, but certified centrally by a certification
authority (CA). CAs can cerlify other CAs, creating a central, hierarchical chain
of trust

Cancel

clickon [ Create personal OpenPGP key pair ]

Now enter your e-mail address and your name in the following window. Name and e-mail address will
be made publicly visible later.

You also have the option of adding a comment for the key pair. Usually this field stays empty, but if you
are creating a key for test purposes, you should enter "test" so you do not forget it is a test key. This
comment becomes part of your login name, and will become public just like your name and e-mail



address.
@ Certificate Creation Wizard rl_lgl
Enter Details

Please enter your personal details below. If you want more control over the
centificate parameters, click on the Advanced Settings button

Name Fakrul Alam (required)
EMail fakrubg@bdhub.com (required)
Comment: | test (optional)

Fakrul Alam (lest) <fakrul@@bohub.com>

[Advanced Settings ]

[ < Back “ Next > I[ Cancel ]

If you first wish to test your OpenPGP key pair, you can simply enter any name and fictional e-mail
address, e.g.:

Fakrul Alam and fakrul@bdhub.com
Clickon [ Next ]

You will see a list of all of the main entries and settings for review purposes. If you are interested in the
(default) expert settings, you can view these via the All details option.

a Certificate Creation Wizard @@

Review Certificate Parameters
Please review the certificate parameters before proceeding to create the

certificate
Name Fakrul Alam
Email Address: fakrul@bdhub.com
Comment test

[7] Show all details

[ < Back ][Create Key][ Cancel ]

If everything is correct, click on [ Create key ]

Now to the most important part: entering your passphrase!
To create a key pair, you must enter your personal passphrase:



M pinentry @

’W Geben Ske die Passphrase ein

2

Passphrase eeeeesssssl

Qualitst: [ll:||||||1!',-'J‘Z;H|||nuu\

| ok ][ abbrechen |

Choose passphrase which is easy-to-remember but hard to break secret passphrase.
To make sure that you did not make any typing errors, the system will prompt you to enter your
passphrase twice. Always confirm your entry with [ OK ]

Now your OpenPGP key pair is being created:

@ Certificate Creation Wizard dL3!

Creating Key...
Your key is being created

The process of creating a key requires large amounts of random numbers. To
foster this process, you can use the entry field below to enter some gibberish
The text itself wonY be used at all, only the inter-character timing. You can also
move this window around with your mouse, or start some disk-intensive
application

Cancel

This may take a couple of minutes. You can assist the creation of the required random numbers by
entering information in the lower input field. It does not matter what you type, as the characters will not
be used, only the time period between each key stroke. You can also continue working with another
application on your computer, which will also slightly increase the quality of the new key pair.

As soon as the key pair creation has been successful, you will see the following dialog:



a Certificate Creation Wizard @@
Key Pair Successfully Created
Your new key pair was created successfully. Please find details on the
result and some suggested next steps below

Result

Cenrtificate created successfully
Fingerprint: BECEBODBB0ES427 223360C57 4ACI5B9C561549D2

Next Steps

[ Make a Backup Of Your Key Pair J
[ Send Centificate By EMail J
[ Upload Certificate To Directory Semvice ]

The 40-digit “fingerprint” of your newly generated OpenPGP certificate is displayed in the results text

field. This fingerprint is unique anywhere in the world, i.e. no other person will have a certificate with the
same fingerprint. Actually, even at 8 digits it would already be quite unlikely that the same sequence
would occur twice anywhere in world. For this reason, it is often only the last 8 digits of a fingerprint
which are used or shown, and which are described as the key ID. This fingerprint identifies the identity
of the certificate as well as the fingerprint of a person.

However, you do not need to remember or write down the fingerprint. You can also display it later in
Kleopatra’s certificate details.

Next, you can activate one or more of the following three buttons:

1. Creating a backup copy of your (private) certificate...
Enter the path under which your full certificate (which contains your new key pair, hence the private and
public key) should be exported:

a Export Secret Certificate @@

Please select export options for Heinnich Heine (test)
<heinrich@gpgdwin de> (19AFBCO3)

Output file -

[ ASCH armor

Ok Cancel
\ J

Kleopatra will automatically select the file type and store your certificate as an .asc or.gpg file —
depending on whether you activate or deactivate the ASCII armor option.

For export, clickon [ OK ] .

You can also create a back-up copy later; to do this, select the following from the Kleopatra main menu:
File—Export private certificate

2. Sending a certificate via e-mail ...



Clicking on this button should create a new onee-mail — with your new public certificate in the
attachment. Your secret Open PGP key will of course not be sent. Enter a recipient e-mail address; you
can also add more text to the prepared text for this e-mail.

3. Sending certificates to certificate servers...
Your certificate will be uploaded to public key server.

Signing message

Few Reference Link:
How to: Use PGP for Windows PC (GPG4Win; Mozilla Thunderbird; Enigmail)
https://ssd.eff.org/en/module/how-use-pgp-windows-pc



https://ssd.eff.org/en/module/how-use-pgp-windows-pc

