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Goals @5

e | earn how to:

- Benefit from using RIPE Atlas measurements for network
monitoring and troubleshooting

- Use API calls to create measurements

- Contribute to open-source tools
e Opportunity for hands-on practice

* Get your questions answered
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Overview

e Introduction to RIPE Atlas
e What can you get from RIPE Atlas as a visitor
e Creating a measurement & exercise
e Command Line Interface (CLI) Toolset
e Real-time performance monitoring & exercise
e Additional Topics

e Other features

e Network monitoring & exercise: 'Status Checks’
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Prerequisites &

* Do you have a RIPE NCC Access account?

- If not - quickly create one: ripe.net/reqgister

e Do you have credits to spend?

- If not - tell me your account (time permitting!)

e Alternatively:
- user: testripeatlas@yahoo.com

- password: sanog2626

Vesna Manojlovic | RIPE Atlas webinar | 5 November 2015



Warm-up question

e \What is your background?

network operator?

software engineer / programmer?

data scientist?

sysadmin?

other? please specify :-)
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Introduction to RIPE Atlas



Definition &
e RIPE Atlas = global active measurements platform
e Goal: View Internet reachability
* Probes hosted by volunteers

e Measurements performed towards root name
servers

- Visualised as Internet traffic maps

e Users can also run customised measurements
- ping, traceroute, DNS & SSL

e Data publicly available

Vesna Manojlovic | SANOG27 | 27 January 2016 7



RIPE Atlas in numbers

e Countries: 181

e Originating ASNs:
- 3,333 (IPv4) = 6,33% coverage
- 1,212 (IPv6) = 11,22% coverage

e 9,200+ active probes
e Active users: 10,000 in 2015
e 166 RIPE Atlas anchors
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Country Probes

United States of America 1032

Germany 966
France 772
United Kingdom 610
Netherlands 514
Russia 481
Czech Republic 262
Italy 260
Switzerland 256
Ukraine 220



RIPE Atlas Coverage

(K
@
o ® [
; “ ?
£} RIPE NCC
s Leaflet | Tiles ©@ Esri — Esri, DeLorme, NAVTEQ

Connected: 9240 Abandoned: 1554
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Measurements Devices &

e v1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB
port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

Vesna Manojlovic | SANOG27 | 27 Januar y 2016 10



Probe Photps

PEAT!
RipE B ANCHORS

~—~NCC http://anchorv2.ripe.net

Presenter name | MENOG 16| 23 March 2016 11



Hosting a probe

1. Create a RIPE NCC Access account
2. Go to https://atlas.ripe.net/apply

3. You will receive a probe by post
4. Register your probe
4. Plug in your probe

* |f you receive a probe from an ambassador
(trainer, sponsor, someone at a conference),
just register it and plug it in!

Vesna Manojlovic | SANOG27 | 27 Januar y 2016

12



Contacting RIPE Atlas
* https://atlas.ripe.net

e Users mailing list: ripe-atlas@ripe.net

* Articles & updates on RIPE Labs:
https://labs.ripe.net/atlas

* Questions and bugs: atlas@ripe.net
o Twitter: @RIPE_Atlas and #RIPEAtlas

Vesna Manojlovic | SANOG27 | 27 Januar y 2016

13



%

What You Can Get From
RIPE Atlas As A Visitor



Internet Traffic Maps + Time Travel!

RIPE Atlas &
About RIPE Atlas >
Get Involved > DNS Root Instances

Internet Maps

Coverage & Statistics

Analyses & Use Cases n , - N & .

Graphs Shows, for each probe, which root

RIPE Atlas Anchors DNS server instance the probe ends
up querying, when they ask a
particular root server. In other words,
it shows the "gravitational radius" for

root DNS server instances.

RTT to Fixed Destinations

"
TN
',':’e-‘;

Shows the colour coding for the RTT
value for the particular destination for
each probe. The minimum / average /
maximum values are based on
standard "ping" measurements.
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RIPE Atlas - Map Visualisations

Comparative DNS Root
RTT

Sh.ows a cor;paris:on of response
time for DNS SOA queries to all the

root DNS servers. For each probe, a
marker shows the "best" root server

with colour identifying the related

minimum response time.

Reachability of Fixed
Destinations

Shows if the particular fixed
destination is reachable or not from
each probe. Red markers indicate
that the specific destination for these
probes are unreachable and green
reachable.

Root Server Performance

This map shows the reply time to the
SOA query of a particular root DNS
server, over the selected transport
protocol (UDP, TCP or comparison of
the two) for each probe.

RIPE Atlas network extent

Shows ther e)dent of the RIPE Atlas
network, with all active and inactive
probes.
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Where is B-root?

We display measurement results from the last hour only.

kY Y . Leaflet | Tiles ® Esri — Esri, DeLorme, NAVTEQ

Vesna Manojlovic | SANOG27 | 27 January 2016
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Probes per ASN (in RIPEstat)

RIPE Atlas Probes (AS12322)

Found 255 RIPE Atlas probes in this network:

W Disconnected (27) ¥ Connected (215) ¥ Abandoned (13)

. T
+ 3
-

Showing results for AS12322 as of 2014-08-25 10:35:20 UTC

source data
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Switch to table view

Satellite ¢

- Prague -

i

Czech Republic

g‘ r-:qT: T.\ \ - . »3 > 'ta' :
‘JJ 4‘3-14 i“’,_‘.‘;:}’is'g}f, a2 e Map Data | Terms of Use Reportamapermr

‘enbedoode_permnnk)nfo
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Articles, papers, use cases,

experiences (@j

o RIPE Atlas: Measurements With Tagged Probes Coming Soon
.,m,‘ Suzanne Taylor Muzzin §%£ — Sep 12, 2014 12:05 PM

User e (Galle) (Fome) (NAT We've been busy working on a number of developments, and we're really excited about

S I Ao A oty particular that will be ready soon: creating customised measurements using tagged prob
m‘"m Learn more about it - along with some other recent additions - and let us know what you|

Tags: atlas, measurements, 100is » Readj

o Time Warner Cable Outage
SOMMEM Emile Aben f% — Aug 28, 2014 04:50 PM

.' The Time Warner Cable network suffered an outage on 27 August 2014 between
approximately 9:40 and 10:55 UTC. We looked at some interesting details of this outagq
RIS and RIPE Atlas.

Tags: atlas, routing

o RIPE Atlas Midsummer Update 2014

» Read‘

L . Fatemah Mafi € — Jul 24, 2014 05:30 PM 151 axio @ vy 1
o = Since RIPE 68 in Warsaw, the RIPE NCC has developed and relea51 IV d
W ‘ ! ~—  Atlas. We would like to inform the community of what we’ve been wol g“lx;)!!w
% O . * benefit from the RIPE Atlas service. Khoramyar
) A . -
i YRR .vawl:zi's:cm
> X 8 pm 12:52 2013

times 52 :Has thanked
times 57 :Been thanked

o

Tags: atlas, statistics

o How RIPE Atlas Helped Wikipedia Users

| | Emile Aben f§ — Jul 09, 2014 12:25 PM

Engineers from the Wikimedia Foundation and the RIPE NCC recen
project to measure the latency of Wikimedia sites for users worldwid
ways to decrease latency and improve performance for users aroun

Vesna Manojlovic | SANOG27 | 27 January 2016
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FEDFESE (UDM) Z&BUTEHIETS T HAHETT, My Atlas>Measurements>New
Uy UTEHASZERUE T, EROBEADEEICE TILI Y PREBI.ADET,
TOBREREICIEC T Q4RFMEHRERET5£21,6007L Yy MEFES) BE->TWE, U
TraceRoute %175 EICHE (pingld1@ICDE3V LIy hEHEE) ShET,

biglobe (ping.mesh.ad.jp) ~\DOUDM
1002331 - Ping to ping.mesh.ad.jp

General Information | Probes | RRDs VP Seismograph

kbl Gl - il giasdiaw ol G 059
pm 1:42 2014 ,18 Lu)lo @i aw « Khoramyar howg [

il @ilio (sdgie Olojlw 2uy 3l sSu Llgae @, - hitp://www.ripe.net - Gul; ulo;lw
ol 03,5 g9 purlbl 039 £U @ | sulir 5 Ll Jleuws 059 sulp>r

/https://atlas.ripe.net :udbl 639,y (svouw; bl wg

1S S9S UlySaivgls

Probe « |, Lpsl TPLINK wS o 51 (5SS Sld o350 4138l 05 1> juusi b wqul; Olojlw
20,1380 Olblize Jlasl 5> VL) @ | il 5 03,5 s (sS=s5 Sl SLuaglS L b
Jo 9 J3lio Sl il @ g auSio <l |y il (saliso S 9.8 ;1 wluoliio

v ST DHCP JSgig )y @ p330 (a5 Sun3i 5l 1, 8igls ol 5 auiSao Juaio 0Lyl

U iuly gusiw 3S1ho 455800 puled wul, G 3Shhe b wisaul bas 5l g 03,5 wdl)s
s> plol |y uld Guziow ax @S 2idawe j9iws b Sl il & wesy, w90

Uuxiw Jix g Ping - Traceroute Jio aSw oslw Sla jeiws Joli o Guseiw ol
.cewl Ll Jlol g DNS Jio ;805

toadbl Gl )iﬁa"s S puSe
—_—
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Searching for probes
e https://atlas.ripe.net/probes/

- RIPE

NCC RiPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs >

Analyse

» You are here: Home > Analyse > Internet

Probes
Mine Favourites Hidden
Id ~ ASN v4 ASN v6
23477 9143
23474 34569
23452 5769
23442 4739
23441 4804
23434 20657
23433 5421 5421
23387 12322
23381 9143

Measurements > RIPE Atlas > Probes

Sponsored

Country

e |

-l EE

Vesna Manojlovic | SANOG27 | 27 January 2016

Filter based on
ASN, country,
location...

p—_—

Christian Teuschel v

Participate

Filter by id/asn/location/country/descript

Ambassadorships Public

Description

PR-MON-01

XLA SOA Probe

DCE - Sofia University

CC&C Office, Echallon, France

T-Home

Connected

Can mark
probes as
favourites

Publications Abo

v IPvaie 5| Any Country v

Connection Status

& 1 week, 2 days o @ W
& 5 days, 10 hours ol ® W
& 3 hours, 5 minutes o ® %
& 2 days, 10 hours o @ W
& 1 week, 2 days ol @ W
& 1 week, 2 days ol @ W
& 1 week, 2 days o @ W
& 1 week, 2 days o ® W
& 1 day, 19 hours o ® W
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Probe page - Live demo

» Youare here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes > Probe #10010

PrObe #1 001 0 (Register) [— & 3 days, 9 hours

]
Fi
General Network Built-in Measurements User-defined Measurements m::;O #1 001 O
. — . Architecture
General Information Connection & Traffic E _—
Id 10010 (®Bits/s_Packets/s MAC Address
F8:D1:11:A9:F3:2C
MAC F8:D1:11:A9:F3:2C o
Address
25k . . .
Architecture tI-mr3020 M%W The displayed location is an
automatic best guess of the
\F/lrm.ware 4680 (1070) ’ 08:00 1200 city based on IP address.
ersion
By manually setting a more
Router Type dTi o5 e oh accurate location you can help
Bandwidth  Not set Connected Time ays, 9 hours to improve the usefulness and
Limit correctness of RIPE Atlas.
DNS Entry  Off
Shared Yes April May Update Location (&
Publicly
VETTS E-CR Na | Choito 200m8- L+
'
SECLNN v3 | Resolves A Comestly -]
Tags [ 1Pvs Works | ~7

Pv4 RFC1918

/

Management Sharing f\\\
TN

Only the probe host is permitted to administer this probe.
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Zoomable Ping Graph

- Zoom in/ out in time, in the same graph
- Easier visualisation of an event’s details

« Selection of RTT class (max, min, average)

Current data point resolution: no aggregation applied 2 zoom out @ download

: At 2015-05-22 13:25 UTC
RTT Min  0.611 ms
1.5
. RTT Max 0.761 ms
E RTT Med 0.629 ms
E 1 seen for Prfgs,me’a;suremem |
= - s h, o et
0.5
0

07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00
Minimum  Average Maximum  95th percentile
— RTT Min 0.582ms  0.62ms 0.65ms 0.64ms
— RTT Med 0.613ms  0.65ms  0.791ms 0.698ms
— RTT Max 0.673ms  0.77ms 1.63ms 0.862ms

o No data o =0% o >0% s >30% = >60% = 100% Pkt Loss o 0 Pkts sent

Showing results for 10010/2 from 2015-05-22 06:21:40 UTC to 2015-05-22 14:17:42 UTC

See this on RIPEstat

Vesna Manojlovic | SANOG27 | 27 January 2016
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Looking up Measurements Results

* https://atlas.ripe.net/measurements/

e Or go to "My Atlas™ > "Measurements”

Measurements

Filter by target and/or description AnyStatus ¥ | IPvd/v6 5 | Alltypes +  Ofalltime ¢ n
line Favourites Hidden Public
Id Type Target Description Probes Time (UTC) ~ Status
1999490 O IPv4dns j.-root-servers.net DNS measurement to j.root-servers.net 13 2015-05-11 14:59 O @ %

2015-05-11 15:05

1999479 O IPv4dns j.root-servers.net DNS measurement to j.root-servers.net 30 2015-05-11 14:50 | @ %
2015-05-11 15:00

1999477 O IPv4dns j.root-servers.net DNS measurement to j.root-servers.net 3 2015-05-11 14:47 O @ %
2015-05-11 14:55

1999476 O IPv4dns j.root-servers.net DNS measurement to j.root-servers.net 1 2015-05-11 14:45 | @ W
2015-05-11 14:55

1999465 O IPv4dns j.root-servers.org DNS measurement to j.root-servers.org 1 2015-05-11 14:42 O @ %
2015-05-11 14:50

1999455 O IPv4dns j.root-servers.net UDP V4 Measurement 64 2015-05-11 14:09 O @ %
2015-05-11 14:15
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Downloading Measurements Results ¢

e Click on msm, then
1 D own IO a d ) & DNS measurement to j.root-servers.net

Genera | Information Probes Map

Download the raw measurement result data here.

. O r g O to U I 2 I You can use this form to download the data through your browser, or use the preview on the right to help you query

the REST API directly.

Start 2015-05-11 (start time of this measur 4 .
Date*: URL Preview
‘ O r u S e th e A P I All dates are start-of-day . .
https://atlas.ripe.net/api/vl/measurement/1
Stop 2015-05-11 (start time of this measur & | 999490 /result/?start=1431302400&sto p=143138
Date*: 8799&format=json

All dates are end-of-day

e Results in JSON

e Libraries for parsing
available on GitHub
e https://github.com/RIPE-NCC/ripe.atlas.sagan

e https://github.com/RIPE-Atlas-Community/

Presenter name | Event | Date 23



&

Looking at the result

[{“af":6,"avg" 61.32,

"dst addr":"2a00:1450:4004:802::1014",“dst name":"www.google.com",
“dup":0,

“from":"2001%Ls :7f00:b201:220:4aff:fec5:5b5b",

“fyw":4660,“1ts":411,

“max”:62.148,"min":60.372,

“msm 1d":1004005, "msm name":"Ping",
"prb id":722,"proto":"ICMP", "rcvd":
“result":[{"rtt":62.148

{"rtt":61.794},{"r
{"rtt":61.267

":61.437},{"rtt":61.444},{"rtt":61.448},
.533},{"rtt":60.372},{"rtt":60.373},{"rtt":61.384},
“sent":10,"size"64,

“src_addr":"2001:8a0:7f00:b201:220:4aff:fec5:5b5b",
"step":240,"timestamp":1410220847,"ttl":54," "type":"ping"},

Vesna Manojlovic | RIPE Atlas webinar | 5 November 2015 24



Use Existing Measurements &

* There are many measurements already running!
e Search for existing public measurements first...

® Only then schedule your own measurement if
you don’t find what you're looking for

Vesna Manojlovic | SANOG27 | 27 Januar y 2016 25



%

Creating a Measurement



Benefits of your own measurements <

* A customer reports a problem: they cannot
reach one of your servers

- You can schedule pings or traceroutes from up to 500 RIPE
Atlas probes from a particular region to check where the
problem might be

e Measuring packet loss on a suspected “bad”
link

® Testing anycast deployment

Vesna Manojlovic | SANOG27 | 27 January 2016 27



Credits system )

¢ Running your own measurements cost credits

- ping = 10 credits, traceroute = 20, etc.
e Why? Fairness and to avoid overload
e Daily spending limit & max measurements user can create
e Hosting a RIPE Atlas probe earns credits

e Earn extra credits by:
- Being a RIPE NCC member
- Hosting an anchor

- Sponsoring probes

Vesna Manojlovic | SANOG27 | 27 January 2016
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Credits overview &

& E
e Account Information :
About RIPE Atlas >
This is where you're able to view the history of your credit use. There , ]
Get Involved > isualisati ilabl d Iso t f dits t
are visualisations available, and you can also transfer credits to 22,937
Results > someone else.
History Ll Charts & Archives = Transfer
Probes
Measurements .
History
Credits
—
AP| Keys . .
) Give credits Account Balance
Messages (72 new) My Atlas > Credits to someone Daily account balance over time
Anchors

Sponsorships
Ambassador Probes
LIR Benefits
Claim 1 Million Credits
IPv6 Connectivity Test

Quick Look

50M ......00..0*‘—

PR
40M e © i
v
v
r%30M
© PO B
20M

Vesna Manojlovic | SANOG27 | 27 January 2016
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Scheduling a measurement

* | og in to atlas.ripe.net

* “My Atlas” > "Measurements”

* Three methods:
1. Quick & Easy
- Choose measurement type
- Specify target
- Done!
2. Advanced GUI usage
3. CLI scripting using API

Vesna Manojlovic | SANOG27 | 27 January 2016
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2: Using GUI to schedule a measurement

* Mostly used for a periodic, long time
measurement

- If just once, ASAP, choose “One-off”

e Choose type, target, frequency, # of probes,
region...

- Interactive interface helps you at each step

e Each measurement will have unique ID

* “API Compatible Specification” is generated by
the GUI

Vesna Manojlovic | SANOG27 | 27 January 2016 31



3: Using API to schedule a measurement

e Using command-line & scripting:
Application Programming Interface (API)

- https://atlas.ripe.net/docs/measurement-creation-api/

- https://atlas.ripe.net/keys/

* You will need API keys
- To create measurements without logging in

- To securely share your measurement data

Vesna Manojlovic | SANOG27 | 27 January 2016
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API| documentation

- https://atlas.ripe.net/docs/measurement-creation-api/

o https://atlas.ripe.net/doc/credits

e https://atlas.ripe.net/doc/udm

- https://atlas.ripe.net/keys/

- https://atlas.ripe.net/docs/keys2/

Vesna Manojlovic | SANOG27 | 27 January 2016
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Looking up measurements results

e Go to "My Atlas” > “Measurements”

Measurements - RIPE Atlas — RIPE Network Coordination Centre

et/measuren
=

¢ 3 RIPE

"7 NCC RiPE NETWORK COORDINATION CENTRE

Manage IPs and ASNs > Analyse Participate

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

RIPE Atlas &
About RIPE Atlas

Measurements

Get Involved

‘ My Atlas Filter by target and/or descrifion
= Mine /ourt Hidden
Measurements

Id Type
1965015 Vesna IPv4 pin
API Keys © - ping
Manojlovic

Messages (72 new)

Vesna Manojlovic | SANOG27 | 27 January 2016

Vesna Manojlovic v ﬂ

RIPE Database (Whois) Website

Search

> Address or ASN Q

Get Support > Publications About Us >

Public

Target
b92.net

+ Create a Measurement
o |-

Any Status | ¥ = IPv4/v6 v All types

All °
DNS
HTTP ’
Description SSL Certificate  (UTC) ~ Status
Ping 49 2015-04-210820 H @®%
measurement to 2015-04-21 08:30
b92.net
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Available visualisations: ping

Probe ¢ ASN (v4) 4 ASN (v6) $ ¢ 4 Time 4 RTT
6019 3333 3333 = & 2015-05-1909:23 ]
x 6069 59469 59469 I & 2015-05-1909:23 [ ]
Py L | St Of ro beS * SO rta b I e t n ms  wes B o aisosiooss
- 6112 197216 197216 = & 2015-05-1909:23

10008 3851 = & 2015-05-1909:23 G
10218 6876 = & 2015-05-1909:23
10246 39608 = & 2015-05-1909:23 )
10252 50288 = & 2015-05-1909:23 G
10267 12322 Il & 20150519 09:23
10296 51214 = & 2015-05-1909:23 % Unreachable

——

e Map: colour-coded by RT "g%e°

INGDOM ( : Oo B
POLAND.
Y

Baikal

URAL M¢

KAZAKHSTAN
ALTayy MONGOLIA

- .33
4 2 i s 6
21 Sca - GOBI

So O TURKEY e g sH
GREECE ® o o o

4 )

A
Titery
Wean Seq

IRAN

ALGERIA LIBYA

EGYPT
S AN R A ¢ SAUDI
= ARABIA

n
1 MALIL g
. e I S I I l O I a S a ‘ e | I l‘ — Esri, DeLorme, NAVTEQ, TomTom, Intermap, iPC, USGS, FAO, NPS, NRCAN, GeoBase, Kadaster NL, Ordnance Survey, Esri Japan, METI, Esri China (Hong Kong), and the G
]
<10ms B <20ms M <30ms M <4oms @ <soms @ <100ms ) <200ms B <300ms B <500ms M NoDaf

An interactive visualisation for ping measurements.

From 2015-05-19 06:32:14 UTC to 2015-05-19 06:40:05 UTC Read the documentation «aa)
(Asase08)
5355
i &  oEa
] (451gs22)  Group by:
(4512322)  IASNvA ASNv6 | Country)
iy
: B )
| (48]2522)  Filtor by ASN:
[ ] hsizee)  Pus 1eve.
sz | 9210 @ vono 19m)
R | Gowe
B s 12822
| 6812322)  og)
s D
5 sigen | 120920)
i g | 1200
\Sig22)  Filterby ProbelD:  Salectal
\$12022) @ 10048 - AS2856 (GB)
12022) (¥ 10059 - AS20821 (RU)
\Siza22) @ 10072 - AS6799 (ES)
i ths1za22) @ 10218 - ASE876 (UA)
16813 (¥ 10246 - AS39608 (UA)
E BRE () 1oos2 - ASs0288 (UA)
| BS122) | snom. as12105 R0
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Exercise

Create a Measurement



Tasks @5

e Create a ping measurement:
- Involving ten probes
- To a target of your choice
- Source is your country

- Duration of two days

1. Warm-up: Create a measurement using the GUI

2. Create API Key

3. Schedule a measurement using the API

Vesna Manojlovic | SANOG27 | 27 January 2016 37



Sub-task 1: Use web interface

RIPE Atlas «

About RIPE Atlas >

Get Involved >

Results >
Probes

Measurements
Credits

API Keys
Messages (81 new)
Anchors

Sponsorships

Measurements

Filter by target and/or description Any Status

Mine Favourites Hidden Public All
Id Type Target
1965015 O Vesna IPv4 ping b92.net

Manojlovic
1940389 O Vesna IPv4 ssicert twitter.com

Manojlovic

+ Create a Measurement
ouee - NN

4 | IPvai6 4 | Alltypes ~

Description Probes Time (UTC) +~ Status

Ping 49 2015-04-21 08:20 | @ W
measurement to 2015-04-21 08:30

b92.net

SSL 104 2015-04-07 09:39 H @ox
measurement to 2015-04-07 09:45

twitter.com

Create a New Measurement

Step 1) Definitions

e Useful hint: once you
generate a measurement,
copy “API Compatible
Specification” to text file

Please select the type of measurement you want to create

[Si883) Probe Selection

s is a One-o

e Note Measurement-ID

tim

> Measurement APl Compatible Specification

Create My Measurement(s)

Vesna Manojlovic | SANOG27 | 27 January 2016



Sub-task 2: Create API key

RIPE Atlas «

About RIPE Atlas > API K

Get Involved > y

Results >

My Atlas v 3 Key
Probes
Measurements () 984a774c-33ce-4b97-

9767-fb48efdabe12
Credits
—) e5ba646b-abf1-4f01-8bf1-

APl Keys 5267a9dd56ce
Messages (81 new) O 9788b7e0-9d4b-4787-
Anchors 8a42-fceBf2f2e929

Created

2013-01-31
13:05 UTC

2013-01-31
12:52 UTC

2013-01-11
14:53 UTC

e Click on “Create an API Key”

+ Permission

Download results of a user
defined measurement

Download results collected by
a specific probe

Download results of a user
defined measurement

&

+ Create an API key

Object Label Valid Valid Enabled
From To

1002953 | v

b.hosteddnsservice.com

13: k13 v

1002676 | v

www.google.com

e Choose type: “create a new user-defined measurement”

* “Object” is not applicable (N/A) for this type

e Give it a label

e Give it a duration of validity (leave empty for defaults)

* “Key” value to be passed on to the API call (next step)

Vesna Manojlovic | SANOG27 | 27 January 2016
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Sub-task 3: Use API &

* Schedule a measurement using AP|

- Use the "key” you just generated

- Hint: copy and past API call syntax from the measurement
generated by the GUI

e Example:

$ curl -H "Content-Type: application/json" -H "Accept: application/json" -X POST
-d '{ "definitions": [ { "target": "ping.xs4all.nl", "description": "My First API
Measurement", "type": "ping", "af": 4 } ], "probes": [ { "requested": 10, "type":

"country", "value": "RS" } ] }' https://atlas.ripe.net/api/vl/measurement/?

key=YOUR_API KEY
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&

Terminal Shell Edit View Window Help thei QD @ = DO 3 « I+ 100%EF wo 12:

e OO0 (N becha — bash — 72x24 el
air-becha:~ becha%$ curl -H "Content-Type: application/json" -H "Accept:

application/json" -X POST -d '{ "definitions"”: [ { "target": "ping.xsdal

1L.nl", "description": "My First Measurement"”, "type": "ping", "af": 4 }
| e PRGBSl s RE G U ESHEE Clmyinil DnsbteinyiD R EEIIIIIHEE ' va LUE™: "RS" 1} ] B
https://atlas.ripe.net/api/vl/measurement/?key=/b4c3441-4504-4d83-9ed7/

-fTbfla®0/7docn
{"measurements":[2421551] }air-becha:~ becha$} I
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&

Command Line Interface
(CLI) Toolset



Why CLI RIPE Atlas tools

e Access RIPE Atlas from the terminal / shell console
e Quick & dirty shortcuts for network troubleshooting
e FLOSS (open source) tools

- written & maintained by RIPE NCC

- open for contributions by the community
e Before you can use the toolset

- download the tools

- install

- configure
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Use cases for CLI tools &

1. create a measurement

2. generate a simple report abut ongoing
measurement

3. look at the results

4. collect results from the ongoing measurement
(streaming)
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Other examples of ping )

» Geo-specific from 20 probes from Canada:

S ripe-atlas measure ping --target example.com --
probes 20 --from-country ca

« 20 Canadian probes that definitely support IPv6:

S ripe-atlas measure ping --target example.com \
-- probes 20 --from-country ca --include-tag \
system-ipv6-works

» Create a recurring measurement:

S ripe-atlas measure ping \ —target
example.com --interval 3600
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Iraceroute
) $ ripe-atlas measure traceroute --probes 2 --target google.ca

Report for the
traceroute s

S ripe-atlas
measure traceroute
\ --probes 2

\ --target
google.ca

3 74.125.136.94

Probe #16940

9.094ms




Searching for existing measurements «

Terminal

) $ ripe-atlas measurements --af 6 --status ongoing --limit 15 --search google

owing 14 of 14 total measurements

48



Searching for very specific probes

Terminal

( ) $ ripe-atlas probes -- 3333 --field id --field asn vb6 --field country --field is public --field description --field

Filters:

Asn_v6 Country Public Description

RIPE NCC Anchor v2

RIPE NCC R&D Office

Mbits

- out of O

RETURNED TO RIPE FOR REPAIR

X WX XX X X S\ \ X 8

status

&
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CLI toolset - links &

® Source:

- https://github.com/RIPE-NCC/ripe-atlas-tools/
e Documentation:

- https://ripe-atlas-tools.readthedocs.org/
* How to contribute:

- https://github.com/RIPE-NCC/ripe-atlas-tools/blob/master/
CONTRIBUTING.rst
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Real-time performance
monitoring



RIPE Atlas streaming &

* RIPE Atlas streaming is an architecture that
allows users to receive the measurement
results as soon as they are sent by the probes
- In real time

- Publish/subscribe through web sockets

e There are two types of data:

- Measurement results

- Probe connection status events
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Real time streaming uses &

* Visualising network outages
e Server and performance monitoring

* |In March 2015: used by almost all hackathon
teams:

- https://labs.ripe.net/Members/becha/ripe-atlas-hackathon-results

e Documentation:

- https://atlas.ripe.net/docs/result-streaming/

- https://labs.ripe.net/Members/suzanne_taylor_muzzin/data-
streaming-in-ripe-atlas
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Probe (dis)connection events &
I T -

*******

Leaflet | ® OpenStreetMap contributors

https://labs.ripe.net/Members/andreas strikos/amsterdam-power-outage-
as-seen-by-ripe-atlas
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Exercise

Using streaming API



Monitoring server reachability &

e Scenario: customers are complaining that it
occasionally takes a long time to reach your
service or server

e Action: ping your server from 500 probes

- Decide what is acceptable latency threshold to apply

- Notice and react when you start receiving samples

e Task: Use the ping measurement ID 2340408

- Choose which threshold (e.g. greater than 30ms)

- Imposes the threshold on “min” (the minimum result of the
three ping attempts)
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Steps &

1. Goto
http://atlas.ripe.net/webinar/streaming01.html

2. Open the development console

3. Wait for results to arrive

4. Optional: Save the HTML file locally and edit the
code to your liking
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Page Source

® 00 / [ view-source:sg-pub.ripe.. %

- 2]

C M [ view-source:sg-pub.ripe.net/webinar/streaming01.html Qe
1
2| <html>
3 <head>
4 <title>Streaming exercise 01</title>
5 <meta charset="UTF-8">
6 <meta name="viewport" content="width=device-width, initial-scale=1.0">
7 </head>
8 <body>
9 <div>Current maximum RTT: <b><span id="output">nothing yet</span></b></div>
10 <div>Open the source code to see how it works. Create your tool/visualisation with the
RIPE Atlas streaming!</div>
11 </body>
12
13 <script src="https: .is"></script>
14
15
16 <!-- The following file is needed for the streaming -->
17 <script src="https://atlas-stream.ripe.net/socket.io.js"></script>
18 <script>
19 var $outputDiv = $("#output");
20
21 // Create a connection
22 var socket = io("https://atlas-stream.ripe.net", { path : "/stream/socket.io" });
23
24 // Declare a callback to be executed when a measurement result is received
25 socket.on("atlas_result", function(result){
26
27 console.log("I received ", result); // Print the result in the console
28
29 if (result.hasOwnProperty("max")) {
30 SoutputDiv.html (result["max"]); // Print the result in the html page
31 }
32
33 )i
34
35 // Subscribe to results coming from all the probes involved in the measurement 2340408
36 socket.emit("atlas_subscribe", { stream_type: "result", msm: 2340408 });
37
38 </script>
39 | </html>
40

41
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Example of results

Q Elements Network Sources Timeline Profiles Resources Audits | Console| Angular)S

© 57 <topframe> v [_|Preserve log

Filter ]I:IRegex m Errors Warnings Info Logs Debug [JHide network messages

XHR finished loading: GET "http://atlas-stream.ripe.net/stream/socket.io/?EIO=2&transport=polling&t=1431895373684-0".
XHR finished loading: GET "http://atlas-stream.ripe.net/stream/socket.io/?EIO=2&transport=polling&t=1431895373739-1&sid=eBOKM7zfWFT2c—-ScAAaH".
received W Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 326.841.}
received W Object {af: prb_id: 16669, result: Array([3], ttl: 42, avg: 325.7933333333..}
received W Object {af: prb_id: 16669, result: Array[3], ttl: 42, avg: 326.848..}
received W Object {af: prb_id: 16669, result: Array([3], ttl: 42, avg: 327.3253333333..}
received W Object {af: prb_id: 15965, result: Array[3], ttl: 45, avg: 47.6313333333..}
received W Object {af: prb_id: 15965, result: Array([3], ttl: 45, avg: 47.6996666667..}
received W Object {af: prb_id: 15965, result: Array[3], ttl: 45, avg: 47.4816666667..}
received W Object {af: prb_id: 18566, result: Array[3], ttl: 40, avg: 47.054..}
received W Object {af: prb_id: 18566, result: Array[3], ttl: 40, avg: 47.8626666667..}
received W Object {af: prb_id: 18566, result: Array([3], ttl: 40, avg: 47.5946666667..}
received W Object {af: prb_id: 18566, result: Array[3], ttl: 40, avg: 47.5803333333.}
received W Object {af: prb_id: 18311, result: Array[3], ttl: 49, avg: 32.577..}
received W Object {af: prb_id: 18311, result: Array[3], ttl: 49, avg: 34.0843333333.}
received W Object {af: prb_id: 18311, result: Array[(3], ttl: 49, avg: 32.7513333333.}
received W Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 182.4463333333..}
received W Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 183.89953333333..}
received W Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 182.2913333333..}
received W Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 181.6183333333..}
received W Object {af: prb_id: 14918, result: Array[3], ttl: 49, avg: 34.817.}
received W Object {af: prb_id: 14918, result: Array[3], ttl: 49, avg: 35.0893333333.}
received W Object {af: prb_id: 14918, result: Array[3], ttl: 49, avg: 35.0843333333.}
received W Object {af: prb_id: 28668, result: Array([3], ttl: 45, avg: 38.8846666667..}
received W Object {af: prb_id: 20668, result: Array[3], ttl: 45, avg: 38.8626666667..}
received W Object {af: prb_id: 28668, result: Array[3], ttl: 45, avg: 38.8806666667..}
received W Object {af: prb_id: 6893, result: Array(3], ttl: 48, avg: 128.7273333333..}
received W Object {af: prb_id: 6893, result: Array(3], ttl: 48, avg: 128.7373333333.}
received W Object {af: prb_id: 6893, result: Array(3], ttl: 49, avg: 128.8883333333..}
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%

More RIPE Atlas Features



Most Popular Features &

e Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APIs to start measurements and get results

e Powerful and informative visualisations

e CLI tools

e Streaming data: real-time results
e Plus: “Time Travel”, LatencyMON, DomainMON

e Roadmap
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Latest Results API &

e https://atlas.ripe.net/docs/measurement-latest-api/

- Widget monitoring value in real time (100 probes pinging
websites worldwide)

- Alert based on average measurements per hour
- Big network event, e.g. Internet outage in a region

- DNS domain monitoring; configurable measurements using
ten RIPE Atlas anchors

e https://labs.ripe.net/Members/suzanne_taylor_muzzin/
ripe-atlas-latest-results-api-and-parsing-library
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Secure Measurement creation and sharing

e Use API keys to:

- Create measurements without logging in

- Securely share your measurement data with others

e To create, manage and delete API keys:

- https://atlas.ripe.net/keys/

- https://atlas.ripe.net/docs/keys2/

e Examples:

- https://atlas.ripe.net/docs/rest/
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Security Aspects

e Probes:

- Hardware trust material (regular server address, keys)
- No open ports; initiate connection; NAT is okay

- Don't listen to local traffic

- No passive measurements

* Measurements triggered by “command servers”

- Inverse ssh tunnels

e Source code published

e Reported vulnerabilities:

- https://atlas.ripe.net/docs/security/

Vesna Manojlovic | SANOG27 | 27 January 2016

66



Crowdsourced Infrastructure &
Geolocation: OpenIPMap

e Visualising traceroutes on the map is difficult!

- Routers’ geolocation data is often very inaccurate

- RIPE Atlas performs many traceroutes through Internet
core

e Community of operators contributes data to
Open |IP Map (think: OpenStreetMap for IPs)

- https://marmot.ripe.net/openipmap/

e You can modify, reuse and improve the code
- https://github.com/RIPE-Atlas-Community/openipmap
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IXP Country Jedi &

* Tool and concept by Emile Aben

- https://github.com/emileaben/ixp-country-jedi

- https://labs.ripe.net/Members/emileaben/measuring-ixps-
with-ripe-atlas

e Method

- Traceroute mesh between RIPE Atlas probes

- Hops geolocated using “OpenlPMap” database
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Network Monitoring



Network Monitoring &

* Network operators use tools to monitor
network health

- Nagios & Icinga
e Tools receive input from RIPE Atlas via the API

e Benefits:

- Pings from 500 out of thousands of probes around the world
- See your network from the outside

- Plug into your existing practices
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Integration with Monitoring Systems
1. Create a RIPE Atlas ping measurement
2. Go to “Status Checks” URL

3. Add your alerts in Icinga or Nagios

;%.CIOGA

wwuw.icinga.orq
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Creating Status Checks &

e Status Checks work via RIPE Atlas' RESTful API
- https://atlas.ripe.net/api/v1/status-checks/ MEASUREMENT _ID/

* You define the alert parameters, for example:

- Threshold for the percentage of probes that successfully
received a reply

- How many most recent measurements to base it on
e What is the maximum packet loss acceptable

e Documentation:

- https://atlas.ripe.net/docs/status-checks/
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lcinga Examples &
o Community of operators contributed
configuration code!
- Making use of the built-in “check_http” plugin
e GitHub repo examples:

- https://github.com/RIPE-Atlas-Community/ripe-atlas-
community-contrib/blob/master/

scripts_for_nagios_icinga_alerts

e Post on Icinga blog:

- https://www.icinga.org/2014/03/05/monitoring-ripe-atlas-
status-with-icinga-2/
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Exercise

Setting up “Status Checks”



Tasks &

* Set up and configure a “status check”

- For an existing ping measurement https://atlas.ripe.net/
measurements/2340408/

- Hint: https://atlas.ripe.net/api/v1/status-checks/2340408/

e Configure the status check in such a way that
you will trigger an alert for this measurement

e Optional: set-up status check for your own
ping measurement!
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Solution

* One possible solution:

- Set the median RTT to a lower level:

- https://atlas.ripe.net/api/v1/status-checks/2340408/?

median rtt threshold=10

e Example of the alerts

{"total_alerts":32,"global_alert":true,

"probes":{

"18433":{"all": [null, null, null],"last":null,"last_packet_loss":100.0,"alert":true,"source":
"15041":{"source":"Area: WW","last_packet_loss":0.0,"last":19.928,"alert":false},
"18696":{"all": [null,null,null],"last":null,"last_packet_loss":100.0,"alert":true,"source":
"16265":{"source":"Area: WW","last_packet_loss":0.0,"last":22.72,"alert":false},
"20236":{"all": [null,null, null],"last":null,"last_packet_loss":100.0,"alert":true,"source":
"12944":{"all": [null,null, null],"last":null,"last_packet_loss":100.0,"alert":true,"source":

"Area:

"Area:

"Area:
“"Area:

ww","alert_reasons": ["loss"]},
ww","alert_reasons": ["1loss"]},

ww","alert_reasons": ["loss"]},
ww","alert_reasons": ["loss"]},

"2195":{"all": [null,null,null],"last":null,"last_packet_loss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
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