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Systems Hardening is a collection of tools, 
techniques, and best practices to reduce 

vulnerability in technology i.e. applications, systems, 
infrastructure, firmware, people and processes.
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Systems Hardening to Reduce the “Attack Surface”

The “attack surface” is the combination of all the potential flaws, backdoors and 
unaddressed areas in technology that can be exploited by hackers.

These vulnerabilities can occur in multiple ways, including:

• Default and hardcoded passwords
• Passwords and other credentials stored in plain text files
• Unpatched software and firmware vulnerabilities
• Poorly configured BIOS, firewalls, ports, servers, switches, routers, 

or other parts of the infrastructure
• Unencrypted network traffic or data at rest
• Lack of privileged access



Cyber Kill Chain





Organizations Breach Impact How Hacked?

Yahoo 3 billion Employees were targeted via spear-phishing attacks

Marriott 500 million Vulnerable third party services acquired

Ebay 145 million Employee`s credentials were compromised via spear-
phishing attack.

Equifax 143 million Lackings in patch management of Apache

Target 110 million Vendor infected via email phishing campaign to pivot into 
the network. 

Sony PlayStation
77 million System administrator`s PC was compromised to steal the 

sensitive info. System`s were running on obsolete and out-
dated versions.

JB Morgan Chase Bank
76 million An employee`s personal computer was compromised, who 

used VPN accesses to connect to corporate network from 
home.





Estimated Password Hacking Time



How Can We Start Hardening?



How is System Hardening Performed?

APPLICATION 
HARDENING

HARDWARE/ IOT
DEVICE HARDENING

WEBSERVER 
HARDENING 

OPERATING SYSTEM 
HARDENING

DATABASE 
HARDENING

NETWORK 
HARDENING



Layered based System Hardening?



Layered based System Hardening?

• Hardware 
• System Hardening controls should be implemented on 

• USB ports, 
• Network ports, 
• BIOS/ UEFI, 
• Remote Management etc.

• Network 
• System Hardening controls should be implemented on

• Ports and Protocols
• Applications, 
• Segmentation, 
• IDPS etc.



Layered based System Hardening?

• OS and Application Layer 
• System Hardening controls should be implemented on:

• Operating System 
• Application functionalities, 
• Web-Server
• Database etc.

• User Layer 
• System Hardening controls should be implemented on:

• Separation of Duties, 
• Least Privileges
• Restriction of generic accounts.



MANRs 

Global Validation
Publish your data, so others 

can validate routing 
information on a global scale

1 2 3 4

Mutually Agreed Norms for Routing Security (MANRS) is a global initiative for making internet a safer place

Filtering 
Ensure correctness 

of your own 
announcements & 

those from your 
customers to adjacent 
networks with prefix 

and AS-path granularity

Anti-spoofing 
Enable source address 
validation for at least 

single-homed stub 
customer networks, your 

own end-users, and 
infrastructure

Coordination
Maintain globally 

accessible up-to-date 
contact information



Security Configuration Guidelines



Harden your Organizations with International Standards
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How to Manage a Secure Build Program?

• Establish a configuration baseline for your organization

• Designate responsibilities for abidance to these configuration baselines amongst all HODs

• Establish a secure build document and get it filled by relevant stake holder before go-live of any system

• Establish a policy of not letting any system go-live until and unless the system has been hardened

• Perform a bi-annual build assessment against all the assets within your organization

• Get a quarterly vulnerability assessment done 



What Controls to Add in Configuration Baselines?

• Password Policies – A password policy is a set of rules designed to enhance computer security by enforcing users to 
employ strong passwords and use them properly. Password policy consist of :
• Password Length
• password complexity
• Maximum password age
• minimum password age
• password history
• password storage using irreversible encryption
• password lockout duration
• password lockout threshold
• reset user account lockout counter

• Strong encryption and password hashing policies - Hashing performs a one-way transformation on a password, 
turning the password into another String, called the hashed password. “One-way” means that it is practically 
impossible to go the other way - to turn the hashed password back into the original password.
• Upgrade Password Hashing Algorithm to SHA-512 from default MD5, Use strong Cipher Suites, Wdigest

Authentication disabled etc.

Continuation…



What Controls to Add in Configuration Baselines?

• Enable only necessary services, protocols, daemons – Disable all the unnecessary services , ports and protocol that 
are not required for the function of the system.
• For Example: Disable FTP services on the machine if not required.

• System clock to be synchronized - System time should be synchronized between all systems in an environment. This 
is typically done by establishing an authoritative time server or set of servers and having all systems synchronize their 
clocks to them. 

• NTP is a daemon which implements the Network Time Protocol (NTP). It is designed to synchronize system clocks 
across a variety of systems and use a source that is highly accurate.
• System time must be synchronized with the central NTP server.

• All management services to have restricted access via ACL - open access to any management service is not allowed.

Continuation…



Continuation…

• No external facing ports opened unless required by an operational reason.

• Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file systems, and 
unnecessary web servers. 

Generate proper logging and audit trails
Configure rsyslog, Send logs to a remote log host, Accept remote rsyslog messages only on designated log hosts, 
Configure system accounting auditd, Collect login and logout events, Record events that modify the system's 
mandatory access controls, that Modify the System's Network Environment, that Modify User/Group Information, 
that Modify Date and Time Information, Enable Auditing for Processes That Start Prior to auditd.

Disable generic IDs – All account IDs must be linked with user by assigning the actual personnel name to the user 
IDs. Disable admin , root , administrator IDs.



• Use ssh as a replacement for common login services - SSH is a secure, encrypted replacement for common login 
services such as telnet, ftp, rlogin, rsh, and rcp. 

• It is strongly recommended that sites abandon older clear-text login protocols and use SSH to prevent session 
hijacking and sniffing of sensitive data off the network.

• Following parameters must be set on SSH Configuration file:
• Set SSH Protocol to 2, 
• Set LogLevel to INFO, 
• Set Permissions on /etc/ssh/sshd_config, 
• Disable SSH X11 Forwarding, 
• Set SSH MaxAuthTries to 4 or Less, 
• Set SSH IgnoreRhosts to Yes, 
• Disable SSH Root Login, 
• Set SSH PermitEmptyPasswords to No.
• Disable SSH root login
• Set strong Cipher suites
• Set strong MAC algorithms
• Set SSH Idle Timeout Interval

Continuation…



• Set appropriate permissions – least privilege criteria

• Update the system and apply security patches & bug fixes to the latest release.

• Install latest anti-virus

• Regular training and awareness sessions for staff.

• Collaborate and subscribe to security news/ bulletins and threat intelligence sources.

Continuation…



What happens if take system hardening for granted?

• MiTM Attacks

• Denial of Service Attacks

• Unauthorized Access

• Ransomware Attacks 

• Brute force Attacks 

• Password Cracking

• Remote Code Execution

• Buffer Overflows

• Application level attacks – SQL Injection, Cross Site Scripting, Session Hijacking, Broken Authentication etc.



Hacking Use Case Discussion (30 min) 

• Pick a machine Linux and Windows both from scratch with default configuration and show the 
weaknesses in default configuration which can be exploited by blackhat hackers

• Launch attacks to exploit the weakness due to default configuration

• Pick another machine and implement system hardening controls as per the guidelines of Center of 
Internet Security Benchmarks.

Note: We will be discussing 100+ security controls in this session which includes rate-limiting controls to 
prevent brute-force and Denial of Service, password management controls to prevent brute force, port 
masking to prevent unauthorized accesses, stronger cipher suites to prevent MiTM etc and partitioning to 
prevent propagation of malwares, audit trails generation to facilitate in incident forensics



Use Case 1

Website defacement is very common these days, especially between Pakistan and India due to 
Cyberwarfare. Here we will be discussing each and every step which leads to website compromises and 
how could it have been avoided by system hardening.



Banner Grabbing…



Port Scanning…

Scanning for open ports against the website



Brute Forcing…

Establishing connection and brute forcing a publically opened ssh port 



Pivoting…
Gained access into the website config and changing the root password to take access of 
web hosting panel



Privilege Escalation…

Gaining access to the web hosting panel of plesk



Malicious file upload…

Uploading malicious file to be displayed on the website homepage



Malicious Code Upload
Calling the uploaded image in an html file 



Site Defaced…

There you have it, the website has been disclosed to be hacked



Lessons Learned

This would have never happened if the website administrator had taken the 
following security measures:

1. Restricted the RDP, ssh port and plesk administration panel to be 
accessible by certain white-listed static ip addresses

2. The ssh port would have been masked from 22 to some other 

3. If direct root login had been disabled 

4. If proper account lockout and password policies had been configured i.e. 
the account to lockout for 15 minutes after 5 failed attempts, password 
complexities, minimum password length to be at least 10 characters.



Use Case 2

Hashing and encryption are commonly used terms these days that are often used inter changeably. 
Here we will be discussing how poor hashing mechanisms can result in cracking passwords of critical 
devices and systems eventually causing data breaches and compromises. We shall also discuss, how 
this could have been avoided by system hardening.



Password Cracking

Where are MD5 hashed passwords found in device?
In running-config of a networking device



Password Cracking

Where are MD5 hashed passwords found in device? In /etc/shadow file of a linux
operating system



Password Cracking

I have generated random MD5 hashes for the PASSWORD & hack15 using an online MD5 
hash generator



Password Cracking

Verified whether the hash is really MD5 or not and is salted?



Password Cracking

Extracted the hashes and saved them in a .txt file



Password Cracking

Ran a tool to crack the MD5 hashed password and wallah the password have been 
cracked in just 3 simple steps.



Lessons Learned

This would have never happened if the network and system administrators 
had taken the following security measures:

1. Password Hashing Algorithm had been upgraded to SHA-512

2. Password storage using reversible encryption has been disabled

3. Appropriate permissions on /etc/passwd and /etc/shadow file had been 
set



Use Case 3

In this fast digital transforming age transmission of data at high speeds is a crucial need. Such high 
reliance on high speed & availability also opens up doors to possible attacks from threat actors. 
Therefore it is very important to ensure the security of data in motion. Here we would be discussing 
MiTM attacks and their possible counter measures for mitigation.



MiTM Attack

Network scanning to identify hosts and narrow down targets



Network Scanning…
Hosts on the network have been scanned for initiating MiTM



Choosing Attack Technique…

MiTM to be generated using ARP poisoning



Target Narrow Down…

MITM initiated and we are now in the middle of the windows machine and gateway & 
anomalous minor rise in ping response but no ping drop observed



MAC Spoofing…

MAC address of the machine before and after ARP poisoning 



Eavesdropping…

FTP credentials stolen via eavesdropping due to clear text



Lessons Learned

This would have never happened if the network and system administrators 
had taken the following security measures:

1. Used secure protocols like SSH, SFTP, HTTPs, SCCP instead of FTP, HTTP 
and telnet

2. Configure port security 

2. Implement proper system hardening



Technical Demonstration on System Hardening

I will be performing a 30 min technical demonstration here, where I would show the audience how to perform 
system hardening. I will choose both the major OS families which includes one Centos 7 Linux and one Windows 
Server 2012 R2 server to show the audience how to implement controls as per the guidelines of Center of 
Internet Security Benchmarks i.e.

1. Password Policies 
2. Account Lockout Policies
3. Strong encryption and password hashing policies
4. Disabling vulnerable services 
5. Masking Ports
6. Applying permissions
7. Disabling unused task automations
8. Generate proper logging and audit trails
9. Disable generic IDs

Note: We will be discussing 100+ security controls in this session which includes rate-limiting controls to prevent 
brute-force and Denial of Service, password management controls to prevent brute force, port masking to prevent 
unauthorized accesses, stronger cipher suites to prevent MiTM etc. and partitioning to prevent propagation of 
malwares, audit trails generation to facilitate in incident forensics



SYSTEM HARDENING GUIDANCE-Windows

Ø Disable SMBv1 
• Disable SMBv1 Server with Group Policy:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
Registry entry: SMB1 REG_DWORD: 0 = Disabled



SYSTEM HARDENING GUIDANCE-Windows



SYSTEM HARDENING GUIDANCE-Windows

• Disable SMBv1 Client with Group Policy:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\mrxsmb10
Registry entry: Start REG_DWORD: 4 = Disabled
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation
Registry entry: DependOnService REG_MULTI_SZ: “Bowser","MRxSmb20","NSI"



SYSTEM HARDENING GUIDANCE-Windows



SYSTEM HARDENING GUIDANCE-Windows

Ø Password Policy



SYSTEM HARDENING GUIDANCE-Windows

Ø Password Policy



SYSTEM HARDENING GUIDANCE-Windows

Ø IDLE Session Time out



SYSTEM HARDENING GUIDANCE- LINUX

1. Password Policy

• The following options are set in the /etc/security/pwquality.conf file: 

• minlen = 8- password must be 8 characters or more 

• dcredit = -1 - provide at least one digit 

• ucredit = -1 - provide at least one uppercase character 

• ocredit = -1 - provide at least one special character 

• lcredit = -1 - provide at least one lowercase character



SYSTEM HARDENING GUIDANCE- LINUX

1. Password Policy
• The following options are set in the /etc/pam.d/common-password file: 

• retry=3 - Allow 3 tries before sending back a failure



SYSTEM HARDENING GUIDANCE- LINUX

1. Password Policy
• The following options are set in the /etc/pam.d/common-password file: 

• Lockout 30 mins. for five failed password attempts 



SYSTEM HARDENING GUIDANCE- LINUX

1. Password Policy
• The following options are set in the /etc/pam.d/common-password file: 

• password reuse is limited



SYSTEM HARDENING GUIDANCE- LINUX

1. Password Policy
• The following options are set in the /etc/pam.d/common-password file: 

• password hashing algorithm is SHA-512



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• Set Protocol 2



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• SSH LogLevel is appropriate



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• Direct Root Login is disabled



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• SSH X11 forwarding is disabled



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• SSH MaxAuthTries is set to 4



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• SSH Idle Timeout Interval 



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• Set Strong Cipher Suites



SYSTEM HARDENING GUIDANCE- LINUX

1. SSH Configuration
• The following options are set in the /etc/ssh/sshd_config file: 

• Set Strong Mac Algo



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• login and logout events are collected 

• session initiation information is collected



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• discretionary access control permission modification events are collected



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• unsuccessful unauthorized file access attempts are collected



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• successful file system mounts are collected

• file deletion events by users are collected



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• changes to system administration scope (sudoers) is collected

• system administrator actions (sudolog) are collected 



SYSTEM HARDENING GUIDANCE- LINUX

1. Logging
• The following options are set in the /etc/audit/audit.rules file:

• kernel module loading and unloading is collected 

• audit configuration is immutable
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THANKYOU

ANY QUESTIONS?


