
National Computer Emergency 
Response Team 

Dr. Haider Abbas, Tamgha-e-Imtiaz 🥇

PhD (KTH-Sweden), Post-Doc, ACS (MIT,USA) 
Certified Ethical Hacker, ACM Distinguished Speaker (USA)
Fellow of the IET (UK), Fellow of The British Computer Society (UK)

-Director General, National Cyber Emergency Response Team
Government of Pakistan  

Safeguarding Pakistan’s Cyberspace

Current Status & Future Roadmap



This is an acknowledgment of Pakistan's efforts and a step in the right direction on a long and 
unending journey

Global Cybersecurity Index 2024 by The ITU



Course of action outlined in the National Cybersecurity Policy

The National Cybersecurity Policy aims to establish a holistic digital ecosystem, enhance local IT industry capabilities,
and promote online businesses. It focuses on strengthening national Cyber Security capabilities through governance
frameworks, security standards, and regulatory mechanisms. Cyber threats have reached unprecedented levels, affecting
individuals, businesses, and nations globally. The interconnected nature of our digital world exposes us to various forms of
cyber attacks.

The vision is for Pakistan to have a secure,
robust, and continually improving
nationwide digital ecosystem ensuring
confidentiality, integrity, and availability of
digital assets, leading to socio-economic
development and national security.

Vision

The policy aims to secure the entire
cyberspace of Pakistan, including all digital
assets, data, and information systems used
by citizens, in both public and private
sectors.

Scope

• Establish governance and institutional framework for a secure cyber 
ecosystem.
• Enhance the security of national information systems and 

infrastructure.
• Create protection and information-sharing mechanisms against threats.
• Protect National Critical Information Infrastructure by mandating 

security standards.
•Develop an information assurance framework and ensure the integrity 

of ICT products and services.
• Protect the online privacy of citizens and promote Cyber Security 

awareness.
• Train skilled cybersecurity professionals and encourage the 

indigenization of solutions.
• Foster public-private partnerships and global cooperation on Cyber 

Security.
•Manage risks related to cybersecurity continuously through a risk-

based approach.

Objectives
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Define Strategic 
Objectives

Break down policy 
goals into specific, 

actionable 
objectives for each 

sector. 

Cyber Security Policy 
to a Coordinated 

Strategy  
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Central Coordination 

National Center for 
Cybersecurity

PTA 
Cybersecurity Initiatives 

Academia 
NUST /Air Uni / LUMS 

etc

National Cyberscurity 
Ploicy 2021

NEPRA
Cybersecurity Initiatives 

Pakistan Navy 
Cybersecurity Initiatives 

FIA 
NRC3/Cyber crimes

State Bank
Cybersecurity Initiatives 

- SPD
- Private Sector
PISA / SECP etc

Army Cyber Command 
Pakistan Airforce 

NASTP/ 
Cybercommand/Academy 

Cyber laws /Regulations
PECA /

Coordination Through National CERT



3 Tier CERT Structure 

National CERT
PKCERT/NCERT

Sectoral CERTs
PTA, State bank, NEPRA
SECP etc

Organizational CERTs
Mobilink, Bank Alfalah. etc



Advisory Services (Web & SMS Alert Service)

NCERT has initiated a proactive approach to disseminate advisories 
and alerts via its web platform and SMS Alert Service, enhancing 
accessibility and outreach to stakeholders. This strategic move 
ensures timely communication of crucial information, fostering a 
more informed and prepared educational community.



CyberWatch – Webinar 
Series

Webinar 1: From Bruteforce to Biometrics: 
Evolution of Password Attacks and Defenses

Dr. Asad Raza, New Jersey Institute 
of Technology, USA

Webinar 2: Behavior Analytics and Insider Threat
Dr. Fatima Hussain, Principal SaaS 

Security Architect, Royal Bank of Canada

Webinar 3: Global CERT/CSIRT Collaborations
Mr. Adli Bin Abd Wahid, Senior 

Internet Security Specialist, APNIC, Australia

Webinar 4:Resilient Phishing Tactics of Adversary 
Groups and Defensive Strategies

Mr. Nadeem Ashraf, Group Director of 
MSSP Operations at (PTCL)
Webinar repository maintained on the National 
CERT YouTube channel

The videos of the webinars are uploaded on National 
CERT’s YouTube Channel.

https://www.youtube.com/channel/UCfYxZ-arpSuAQUw9RUUUwiw
https://www.youtube.com/channel/UCfYxZ-arpSuAQUw9RUUUwiw


National CERT CyberPatriot Program



National-CERT Internship Program
Industry Driven Problems
• Real-World Case Studies: Partner with cybersecurity firms to provide real-

world problems for interns to solve.
• Problem-Specific Teams: Create multi-disciplinary teams to address a specific 

industry problem, allowing cross-functional learning.
• Collaborative Projects : Collaborate with cybersecurity startups to create 

projects focused on niche areas like IoT security, AI security, etc.
• Problem Briefing Sessions: Weekly sessions where industry experts explain 

ongoing security challenges and the approaches taken to solve them.
• Industry Mentorship : Assign each intern a mentor from a relevant industry 

organization to guide them throughout their project.
• Virtual Labs & Challenges: Setting up virtual labs where students can work 

on penetration testing, malware analysis, and other security tasks.
• Hands-on Experience with Industry Tools: Ensure regular internships focus 

on giving interns access to industry tools such as SIEM systems, IDS/IPS tools, 
etc.

• Remote Internship Opportunities: Given the global nature of cybersecurity, 
provide remote internships, allowing students to work remotely. 

• Real-Time Threat Monitoring: Allow interns to be part of the Security 
Operations Center (SOC) to monitor and analyze real-time cyber threats.

• Involvement in Incident Response: Interns can be involved in real-world 
incident response exercises or simulations with industry partners.



Cybersecurity Program Establishment 

Strategies , Procedures , Audit Criteria , Guidelines 



National CERT’s Initiatives
Awareness Programs



Incident Management

Cyber Incidents being monitored and managed since Jan. 2024
§ 29/80 incidents affected public sector assets
§ 51/80 incidents affected private sector assets
§ Notable assets include various Govt.  and private organizations in Islamabad, Punjab, Sindh

and Baluchistan



Incident Management



Training Delivered by National CERT
1. Five Day Technical Training of ISMS ISO 27001-Lead Auditor for Government and 

strategic organizations (June 2024)
2. International Diplomatic Capacity Building training on New & Emerging Threats, Cyber 

Tools of Terrorism, Dark Web, and Transnational Crime delivered to a group of 27 
United Nations (UN) New York based foreign diplomats of Small Island Developing 
States (SIDs) and Least Developed Countries (LDCs) at Foreign Service Academy, 
Ministry of Foreign Affairs (May 2024)

3. 3-day Cyber Security Compliance and Auditing training for Government Sector held at 
Military College of Signals (May-June 2024)

4. Cyber Security Capacity Building training for all Ministries, Divisions and attached 
departments conducted in collaboration with NCCS (May 2024)

5. Training session for the Intelligence Bureau Officers on National Cyber Security Policy 
and Cyber Crime laws at the National IB Academy (February 2024)

6. Specialized Training session at National IT Board on enhancing Cyber Security 
Preparedness with over 100 participants from NITB and various Ministries (January 
2024) 

7. Cyber Security training on Cybersecurity Awareness – Identifying and Mitigating Human 
Based Threats conducted at National Intelligence Bureau Academy (January 2024)

8. Technical session on Supply Chain Cyber Security Landscape under the Digital 
Pakistan Cyber Security Hackathon training program for Government Officials 
(December 2023)

9. Training session on Collaboration Efforts on Cybersecurity with Foreign Diplomats from 
Brotherly Countries involving foreign diplomats from over 12 friendly countries at 
Foreign Services Academy (December 2023)

10. Training for Ministry of Foreign Affairs officials and 40 Pakistan Embassies on Safe and 
Secure Use of Technology – Cyber Security Threat Landscape at Ministry of Foreign 
Affairs  (August 2023)



Keynote Addresses/ Talks and Panel Discussions (Seminars 
and Conferences)
1. Keynote Address at the PAF Air War College Institute on Next Generation Warfare (October 2024).
2. Participation in a high-level roundtable discussion hosted by the Centre for Aerospace & Security Studies 

(CASS), Islamabad. The event, titled “Lebanon Explosions: Weaponizing Consumer Technologies”. 
(October, 2024)

3. Lecture on National Cybersecurity Threats and Countermeasures for Pakistan Administrative Service 
(PAS) officers from federal and provincial governments at the National Institute of Management (NIM), 
Lahore. (Sep, 2024)

4. Participation and Keynote Address for delineating comprehensive vision for the online protection of 
children in the four-day Child Online Protection (COP) training organized by UNICEF Pakistan. (Sep, 
2024)

5. Participation in Expert Panel Discussuin on AI, Cybersecurity and the Future of Work at FC College, 
Lahore. (Aug, 2024)

6. Technical Talk at The Challenges and Opportunities of Artificial Intelligence (AI) & Cybersecurity in 
Pakistan Seminar organized by Sustainable Development Policy Institute (March 2024)

7. Keynote at EDI Policy Dialogue held at National School of Public Policy on Digital Ethics and 
Cybersecurity (March 2024)

8. Keynote at Fortinet Cyber Security Day at Karachi (March 2024)
9. Roundtable discussion in NDU over Cyber Security in Pakistan: Challenges and Opportunities (Feb 

2024)
10. Keynote Address at the Beijing Cybersecurity Conference (June 2024)
11. Keynote addresses at ReCypher International Cyber Security Conference (IBA Karachi) (Jan 2024)
12. Keynote at International Conference on Open-Source Systems and Technology (UET, Lahore) (Dec 

2023) 
13. Technical Talk at AI for sustainable Future: Its role in Ethical Policies and Climate Resilience conference, 

jointly organized by Institute of Regional Studies (IRS) and the Centre of Pakistan and International 
Relations (COPAIR) (Dec 2023)

14. Keynote address at AI-Driven hackathon and International Colloquium on AI-based interdisciplinary 
research (Aug 2023)



National CERT’s Initiatives
National Competitions / Hackathons /Skill Development



National CERT’s Initiatives
Sectoral-Stakeholder Engagement

Stakeholder engagements for current state assessment and Capacity Development needs under the 
National CERT's Guidelines 



National CERT’s 
Collaborations

Government & Private Organizations 
• MoU with the Center of Pakistan and International 

Relations (COPAIR).
• MoU with SNSKIES.
• MoU with NADRA and NTL.
• (MoU) with the Institute of Business Administration's 

Center for Information and Communication Technology 
(IBA - CICT). This collaboration aims to enhance research 
and development, promote cybersecurity awareness 
programs, and provide customized cybersecurity training 
for industry professionals.

• Initial collaborative meetings held with Asia Pacific 
Network Information Center for joint capacity building 
program to be launched in collaboration with APNIC

• Inceptive meetings with NRD CS Lithuania, for collective 
capacity development collaborations and interaction with 
peer CERTs from Baltic states

• Initial Collaboration meetings with CISCO and SANS for 
capacity development programs and collective initiatives 

• Collaboration with NCCS for joint Cyber Security Activities 
and Events including Trainings, Awareness sessions, 
Hackathons and Conference/Seminars



NCERT Cyber 
Campus

Impactful Research Efforts 



Hardware & Software Sceerning 



Consolidated Future Roadmap

National Cybersecurity Gap 
Analysis

Establishment National 
Vulnerability Assessment Centre

Conducting independent audits of 
Government agencies

Supporting research, indigenous 
product development and cyber 

awareness centers

Collaborate with the private 
sector and international 
cybersecurity research 

organizations

Ensure capacity building of LEAs to 
combat cybercrimes

Help to Evaluate the cyber 
health of the organizations

Help to build a system for Incident 
Response, Regular Audits & Risk 

Mgmt

Regular Security Updates, 
Backups 

Supporting to Focus on 
indigenous development

Hunting/discouraging pirated 
software

Employees Training on cyber 
attack prevention

MDM and Security Culture 

Advisory about the latest 
cybersecurity threats and best 

practices

Awareness about pirated softwares

Provision of Basic Protection: 
Firewalls and Anti-Virus

Strengthen First line of Defense 

Anti Phishing: Responding to 
unknown requests/emails

Safe Ecommerce Usage/Use multi-
factor authentication

Secure Social Media Usage

Cybersecurity for Children Awareness 
Programs 

At Government Level At Organizational Level At Individual Level



THANK YOU

Happy to take your suggestions /feedback
Email: dg@pkcert.gov.pk

https://www.linkedin.com/company/national-cert-pakistan/
https://www.facebook.com/profile.php?id=100095346962455

https://twitter.com/PKCERT_official

mailto:dg@pkcert.gov.pk
https://www.linkedin.com/company/national-cert-pakistan/
https://www.facebook.com/profile.php?id=100095346962455
https://twitter.com/PKCERT_official

