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Introduce myself

• IP network manager at Mobicom Corporation, 

• 15 years of experience in network engineer

• Program committee and founding member of mnNOG.

• APNIC RCT since 2022



Agenda

• Early

• Middle

• Now



Landlocked country

• Connecting to good internet connectivity need to reach far far away.



Early in our network

USA ASIA EU

GW1 GW2

CustomerA
200MB

CustomerB
300MB

CustomerC
250MB

• For inbound traffic
• Customer A advertised only USA

• Customer B advertised only ASIA

• Customer C advertised only EU

• For outgoing traffic using 
PBR(policy based routing)
• Customer A goes to only USA

• Customer C goes to only ASIA

• Customer B goes to only EU

• There were no asymmetric routing, easy traffic engineering for 
administrator,



Why we did that

• Only possible reason was upstream link’s bandwidth to low. STM1 or 
STM4 links.

• No CDN’s inside in our network.

• issues,
• Customers complained our internet quality. High delay etc.. 
• No redundancy (during in failure we did re-configure all advertisement and PBR one by one)
• Policy based routing issues. It creates complexity



Early to Middle

• Then we advertise all customer to all upstream, Remove all PBR’s.

• But there is no any policy on BGP, all configuration were like default.

• That day we just fix our redundancy. 

• Delay problem still there.
• Need to apply some policy to our network



For Outgoing traffic

• Used APNIC and RIPE database to differentiate them.

• Used regex format and create as-path access-list to match ASN’s

• For example: 

ip as-path access-list 20 permit _(3784|3786|3787|3813)$
ip as-path access-list 20 permit _(3825|3836|3839|3840)$
ip as-path access-list 20 permit _(3929|3969|3976|4007)$
ip as-path access-list 20 permit _(4040|4049|4058|4060)$
ip as-path access-list 20 permit _(4142|4134|4158|4174|4175)$
ip as-path access-list 20 permit _(4197|4202|4251|4274)$
ip as-path access-list 20 permit _(4352|4381|4382|4431)$
ip as-path access-list 20 permit _(4433|4434|4515|4528)$
ip as-path access-list 20 permit _(4538|4594|4605|4961)$
ip as-path access-list 20 permit _(5017|5018|5051|5085)$
ip as-path access-list 20 permit _(5087|5709|6068|6163)$
ip as-path access-list 20 permit _(6262|6619|6648|7131)$

as-path-set ASIA 
  ios-regex '_(3784|3786|3787|3813)$',
  ios-regex '_(3825|3836|3839|3840)$',
  ios-regex '_(3929|3969|3976|4007)$',
  ios-regex '_(4040|4049|4058|4060)$',
  ios-regex '_(4142|4134|4158|4174|4175)$',
  ios-regex '_(4197|4202|4251|4274)$',
  ios-regex '_(4352|4381|4382|4431)$',
  ios-regex '_(4433|4434|4515|4528)$',
  ios-regex '_(4538|4594|4605|4961)$',
  ios-regex '_(5017|5018|5051|5085)$',
  ios-regex '_(5087|5709|6068|6163)$',
  ios-regex '_(6262|6619|6648|7131)$',
end-set

• Example for IOS-XR • Example for IOS



For Outgoing traffic

• Asian ASN’s matched in Asian 
GW and set LP to higher

• EU ASN’s matched in EU GW 
and set LP to higher

• Didn’t matched ASN’s goes 
thru USA

USA ASIA EU

GW1 GW2

CustomerA
200MB

CustomerB
300MB

CustomerC
250MB

• As-path list was about more than 550 lines in 
our configuration

• Some special case we uses prefix list, that was 
also more than 180 lines in our configuration, 



For inbound traffic
• We trying to use as-path prepend our some customers prefixes. 

• But this technic is not efficient. Own as-path prepend impact’s all incoming traffic,

• Also we requested to our upstream provider’s for change return path.
• Due to we can’t influence  the our upstream or tier1 providers routers RIB.

• This method is not for optimal for us. 
• Wasting time to conversation with upstream NOC. 
• Mostly result was unsuccessful. 



Then

• We use the BGP community of 
our upstream providers,

• That’s powerful and popular 
tool for BGP traffic engineering.

USA
AS1299

ASIA
AS2914

EU
AS1299

GW1 GW2

CustomerA
200MB

CustomerB
300MB

CustomerC
250MB



Outgoing traffic
• Our EU and USA upstream provider is (Telia), current name is Arelion. ASIA’s NTT

• We are using our upstream’s BGP origin communities for outgoing traffic

•  550 line as-path and 180 prefix list line replaced to just 3 line community 

ip community-list 11 permit 1299:20000
ip community-list 11 permit 1299:30000

route-map EU-IN permit 10
match community 11
set local-preference 300
route-map EU-IN permit 20
set local-preference 50

ip community-list 12 permit 1299:25000
ip community-list 12 permit 1299:35000

route-map USA-IN permit 10
match community 12
set local-preference 300
route-map USA-IN permit 20
set local-preference 50

ip community-list 13 permit 2914:3400
ip community-list 13 permit 2914:3475

route-map ASIA-IN permit 10
match community 13
set local-preference 300
route-map ASIA-IN permit 20
set local-preference 50

• Example for IOS



Outgoing traffic

• Example for IOS-XR

community-set TELIA-USA
  #USA-peers
  1299:25000,
  #USA-customers
  1299:35000
end-set

route-policy USA-IN
  if community matches-any TELIA-USA then
    set local-preference 300
  else
    set local-preference 50
  endif
end-policy

community-set TELIA-EU
  #EU-peers
  1299:20000,
  #EU-customers
  1299:30000
end-set

route-policy EU-IN
  if community matches-any TELIA-EU then
    set local-preference 300
  else
    set local-preference 50
  endif
end-policy

community-set NTT-ASIA
  #Asia
  2914:3400,
  #Asia-customers
  2914:3475
end-set

route-policy ASIA-IN
  if community matches-any NTT-ASIA then
    set local-preference 300
  else
    set local-preference 50
  endif
end-policy



incoming traffic

• We don’t need to contact our upstream for change the routing,

• We have using upstream predefined bgp communities to prepend or deny our announcements 
to specific geolocations and peer or their customers.  

• NTT and Teliacarriers action community 



incoming traffic

• Example for IOS-XR
community-set PREPEND-TELIA-US
  #Prepend-Asia3x
  1299:7003,
  # Prepend-EU2x
  1299:2002
end-set

route-policy US-OUT
  if destination in CUSTOMER-PREFIXES then
    set community-set PREPEND-TELIA-US
  endif
end-policy

community-set PREPEND-TELIA-EU
  #Prepend-Asia3x
  1299:7003,
  # Prepend-US2x
  1299:5002
end-set

route-policy EU-OUT
  if destination in CUSTOMER-PREFIXES then
    set community-set PREPEND-TELIA-EU
  endif
end-policy

community-set PREPEND-NTT-ASIA
  #Prepend-US3x
  2914:4013,
  2914:4023,
  # Prepend-EU3x
  2914:4123
  2914:4223
end-set

route-policy ASIA-OUT
  if destination in CUSTOMER-PREFIXES then
    set community-set PREPEND-NTT-ASIA
  endif
end-policy

route-map EU-OUT permit 20
 match ip address prefix-list CUSTOMER-PREFIXES  
set community 1299:7003 1299:5002

route-map US-OUT permit 20
 match ip address prefix-list CUSTOMER-PREFIXES  
set community 1299:7003 1299:2002

route-map EU-OUT permit 20
 match ip address prefix-list CUSTOMER-PREFIXES  
set community 2914:4013 2914:4023 2914:4123 2914:4223

• Example for IOS



Some challenges on origin community

• Some of origin community’s duplicated on two region. 

USA
AS1299

ASIA
AS2914

EU
AS1299

GW1 GW2

Content A
199.49.14.

1

#EU-customers
  1299:20000

#Asia-customers
 2914:3400

• That will be caused our outgoing traffic



Some challenges in origin community

• This case we still using as-path and prefix list for 
setting incorrect origin community’s to worst path

• Before

• After



Example WOW US server

TELIA
AS1299

NTT
AS2914

DECIX
NY

AS63034

GW1 GW2

Blizzard

244ms201ms

• In this cases destination located in US but incoming traffic goes thru EU

• We added community in our advertisement about do not announce blizzard AS57976 to DECIX-NY

• After that incoming traffic goes thru US and latency decreased.

• Before

• After



Example WOW US server
• Checked our action community on looking glass



Example Hong Kong traffic

USA
AS1299

NTT
AS2914

EU
AS1299

GW1 GW2

Hongkong
IAdventage

67ms

234ms

• From Hongkong AS9729 incoming traffic was goes thru US and latency was high

• We added community in our advertisement about prepend 3x All ASIA peer to TELIA-US but it doesn’t affect the traffic.

• Then we send the community about Do not advertise chine Unicom.

• After that incoming traffic goes thru NTT and latency decreased.

• Before

• After



Example Hong Kong traffic

• Checked our action community on looking glass

• Performance on monitoring 



Conclusion

• Very complex for fix the asymmetric routing without the BGP 
community. 
• Specially inbound traffic. Due to some action needed to another side.
• For Outgoing traffic, you can control using any way and any technic. 

• BGP community can help quickly fix the asymmetric routing, 

• In IXP case bi-lateral peering can help to improve, stabilizing  your 
routing.



Thank you

• Any question?
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